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Mr. Chairman and Members of the Subcommittee: 

I am pleased to be here today to discuss efforts by the federal government 
to implement provisions for Government Information Security Reform (the 
reform provisions) that were enacted as part of the National Defense 
Authorization Act for Fiscal Year 2001.1 Federal agencies rely extensively 
on computerized systems and electronic data to support their missions 
and critical operations. Concerned with reports that continuing, pervasive 
security weaknesses place federal operations at significant risk of 
disruption, tampering, fraud, and inappropriate disclosures of sensitive 
information, the Congress enacted the reform provisions to reduce these 
risks and provide more effective oversight of federal information security. 

In my testimony today, I will first describe some of the improvement 
efforts and benefits that have resulted from this first year implementation 
of the reform provisions. Next, I will describe the results of our evaluation 
of actions by the Office of Management and Budget (OMB), 24 of the 
largest federal agencies, and these agencies’ inspectors general (IGs) to 
implement the reform provisions. As part of this discussion, I will also 
summarize the overall results of these actions and, in particular, note any 
challenges to effective implementation or oversight of the reform 
provisions. 

Mr. Chairman, as you know we have been conducting a review of the 
implementation of the reform provisions for you and the ranking member. 
Today, I will provide the preliminary results of our review. In conducting 
this review, we interviewed officials and staff in the offices of the chief 
information officer (CIO) and the IGs for 24 of the largest federal agencies. 
We reviewed OMB guidance and instructions related to the reform 
provisions and, for the 24 agencies, analyzed summaries of their 
management reviews of their information security programs. Further, we 
analyzed the IGs’ summaries and reports on their independent evaluations 
of the agencies’ information security programs. We also analyzed OMB’s 
fiscal year 2001 report to the Congress on the results of these reviews and 
evaluations.2 

1Title X, Subtitle G—Government Information Security Reform, Floyd D. Spence National 
Defense Authorization Act for Fiscal Year 2001, P.L. 106-398, October 30, 2000. 

2Office of Management and Budget, FY 2001 Report to Congress on Federal Government 
Information Security Reform. February 2002. 
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We performed this review from May 2001 to March 2002 in accordance 
with generally accepted government auditing standards. 

Background  Dramatic increases in computer interconnectivity, especially in the use of 
the Internet, continue to revolutionize the way our government, our 
nation, and much of the world communicate and conduct business. 
However, this widespread interconnectivity also poses significant risks to 
our computer systems and, more important, to the critical operations and 
infrastructures they support, such as telecommunications, power 
distribution, public health, national defense (including the military’s 
warfighting capability), law enforcement, government, and emergency 
services. Likewise, the speed and accessibility that create the enormous 
benefits of the computer age, if not properly controlled, allow individuals 
and organizations to inexpensively eavesdrop on or interfere with these 
operations from remote locations for mischievous or malicious purposes, 
including fraud or sabotage. 

As greater amounts of money are transferred through computer systems, 
as more sensitive economic and commercial information is exchanged 
electronically, and as the nation’s defense and intelligence communities 
increasingly rely on commercially available information technology, the 
likelihood increases that information attacks will threaten vital national 
interests. Further, the events of September 11, 2001, underscored the need 
to protect America’s cyberspace against potentially disastrous cyber 
attacks—attacks that could also be coordinated to coincide with physical 
terrorist attacks to maximize the impact of both. 

Since September 1996, we have reported that poor information security is 
a widespread federal problem with potentially devastating consequences.3 

Although agencies have taken steps to redesign and strengthen their 
information system security programs, our analyses of information 
security at major federal agencies have shown that federal systems were 
not being adequately protected from computer-based threats, even though 
these systems process, store, and transmit enormous amounts of sensitive 
data and are indispensable to many federal agency operations. In addition, 
in both 1998 and 2000, we analyzed audit results for 24 of the largest 
federal agencies and found that all 24 had significant information security 

3U.S. General Accounting Office, Information Security: Opportunities for Improved OMB 
Oversight of Agency Practices. GAO/AIMD-96-110. Washington, D.C.: September 24, 1996. 
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weaknesses.4 As a result of these analyses, we have identified information 
security as a governmentwide high-risk issue in reports to the Congress 
since 1997—most recently in January 2001.5 

To fully understand the significance of the weaknesses we identified, it is 
necessary to link them to the risks they present to federal operations and 
assets. Virtually all federal operations are supported by automated systems 
and electronic data, and agencies would find it difficult, if not impossible, 
to carry out their missions and account for their resources without these 
information assets. Hence, the degree of risk caused by security 
weaknesses is extremely high. 

The weaknesses identified place a broad array of federal operations and 
assets at risk. For example, 

•  resources, such as federal payments and collections, could be lost or 
stolen; 

•  computer resources could be used for unauthorized purposes or to launch 
attacks on others; 

•  sensitive information, such as taxpayer data, social security records, 
medical records, and proprietary business information, could be 
inappropriately disclosed or browsed or copied for purposes of espionage 
or other types of crime; 

•  critical operations, such as those supporting national defense and 
emergency services, could be disrupted; 

•  data could be modified or destroyed for purposes of fraud or disruption; 
and 

•  agency missions could be undermined by embarrassing incidents that 
result in diminished confidence in their ability to conduct operations and 
fulfill their fiduciary responsibilities. 

4U.S. General Accounting Office, Information Security: Serious Weaknesses Place Critical 
Federal Operations and Assets at Risk. GAO/AIMD-98-92. Washington, D.C.: September 23, 
1998; Information Security: Serious and Widespread Weaknesses Persist at Federal 
Agencies. GAO/AIMD-00-295. Washington, D.C.: September 6, 2000. 

5U.S. General Accounting Office, High-Risk Series: Information Management and 
Technology. GAO/HR-97-9. Washington, D.C.: February 1, 1997; High-Risk Series: An 
Update. GAO/HR-99-1. Washington, D.C.: January 1999; High Risk Series: An Update. GAO-
01-263. Washington, D.C.: January 2001. 
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