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FOREWORD

This document, titled "Technical Security Standard for Information Technology" (TSSIT),
is designed to assist users in implementing cost-effective security in their information
technology (IT) environments. The purpose of TSSIT is to set out the detailed
administrative, technical and procedural safeguards required in an IT environment in order
to implement the requirements of the "Security" volume, Treasury Board Manual, herein
referred to as the " Security Policy of the Government of Canada" (GSP).

This document is a technical-level standard for the protection of classified and designated
information stored, processed or communicated on electronic data processing equipment.
Government information is to be adequately protected through good, basic information
management and physical and material management procedures.

This technical standard has been developed, approved and issued pursuant to the lead
agency role of the Royal Canadian Mounted Police as stated in the guidelines to the GSP.
As such, TSSIT is third-level documentation as outlined in the GSP, Chapter 2-1,
"Security Organization and Administration Standard”. Terminology used in TSSIT has
the same meaning as the definitions in the GSP Glossary (Chapter 1-1, Appendix C).

As permitted by the GSP, when applying standards, departments may decide, on the basis
of athreat and risk assessment and after consultation with the lead security agencies, to
subgtitute alternative measures. When substituting alternative measures, care must be
taken not to compromise the consistency, and therefore the integrity, of government-wide
protection measures.

Advice and guidance on applying this standard can be obtained from the departmental
security authority and from the lead agencies.
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TSST Chapter 1 - Introduction

1. INTRODUCTION

1.1  Purpose
This document, Technical Security Standard for Information Technology (TSSIT), is
intended to assist departments in achieving a minimum level of security for classified and
designated information and assets and is based on the principles and requirements of the
"Security Policy of the Government of Canada’' (GSP).
TSSIT is used by the RCMP Security Evaluation and Inspection Team (SEIT) as
evaluation criteria for system reviews (computer systems and computer-based networks
including local area networks).

1.2  Scope

The level of security established by TSSIT requirements not only protects a department'’s
assets, but also provides assurance that shared assets will receive a minimum level of
protection regardless of the location.

Diverse applications and variation in technical implementations make it impractical to
provide specific and detailed safeguards for every possible Information Technology (IT)
situation. Additional safeguards are to be applied based on a threat and risk assessment
(TRA).

Further, the safeguards detailed in this document do not adequately cover the processing
of Top Secret information or aggregates of information necessitating a classification of
Top Secret. When it is necessary to process such information, a TRA isto be used as the
basis for establishing the security requirements and the relevant departmental security
authority must be contacted to determine appropriate additional protective measures in
conjunction with the Technical Security Branch (TSB) of the RCMP and other security
authorities as required.

TSSIT applies to al government departments listed in Schedule I, Parts | and |1, of the
Public Service Staff Relations Act, and to the Canadian Forces, the Royal Canadian
Mounted Police (RCMP) and the Canadian Security Intelligence Service (CSIS). It aso
should be applied contractually where government information is processed by the private
sector. This can be accomplished with appropriate contract security clauses based on
TSSIT.

Consistent with changes in policy or technology, TSSIT will be reviewed and amended as
and when necessary. A comprehensive review will be conducted at least every five years
consistent with requirements identified in the GSP.

1
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1.3

14

Questions concerning the application or interpretation of this standard, and suggestions
concerning amendments should be directed to your departmental security authority, who
may refer such questions and suggestions to:

Officer-in-Charge

Technical Security Branch
Technical Operations Directorate
Royal Canadian Mounted Police
1426 St. Joseph Boulevard
Gloucester ON KIA OR2

Documents
References are listed at the end of this publication.
General Requirements

IT security is the protection of systems, information (data) and services from accidental
and deliberate threats to confidentiality, integrity and availability. 1T security is considered
to consist of seven components. administrative and organizational security, personnel
security, physical security, hardware security, communications security, software security
and operations security. These components apply to all types of systems from personal
computers to local-area networks, wide-area networks, mini-computers and mainframes.

Some of the criteria are technology specific but the intent is applicable to all environments.
For the purpose of this document, a network is a system consisting of a connection of
computers and devices using communications technology. Specific network issues
including architecture, management, interconnection and operating systems are integral
parts of the above components.

TSSIT is generic in nature and designed to provide security for information technology
applications in general. There are, however, some network applications, such as E-MAIL
and the use of INTERNET, which provide specia challenges since the information passes
through systems and is stored on systems which are often beyond the control of the owner
and intended users of the information. Although, in these situations, confidentiaity and
integrity can be protected using encryption, it is very difficult to provide measures to
protect availability. Careful consideration must be given to the level of information
processed on these systems and the provision of measures external to the public network
and service providers.

The GSP makes departments responsible for the protection of sensitive information and
assets, including information technology systems, based on threat and risk assessment and

2
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the application of minimum standards. While complete security is generaly considered
unattainable, cost-effective safeguards can be chosen which will adequately reduce the
risks to an acceptable level.

The requirement for security implies the existence of an internal organization consisting of
positions with defined responsibilities which are occupied by personnel who have received
IT security training and who will be responsible in attending to security concerns. The
requirement for such positions will depend on the size of the organization, e.g. in smaller
organizations these responsibilities could be carried out as part of the duties of some other
function. The fundamental elements of such organizations are defined in Administrative
and Organizational Security (Chapter 2).

Security must be predicated on the loyaty and reliability of al personnel involved. The
methods to be used in determining such attributes and in ensuring that personnel are made
aware of their security responsibilities are contained in Personnel Security (Chapter 3).
The physical and environmental requirements which are necessary to isolate the IT
environment from extraneous factors are outlined in Physical and Environmental Security
(Chapter 4).

Engineering of systems must follow accepted practices to ensure that security features are
integrated and that there is a level of assurance or confidence in their effectiveness. These
practices include verification of the implementation of security requirements defined in the
threat and risk assessment and the approval to release the system for use. This is
sometimes called certification and accreditation. Chapters 5 through 8 (Hardware,
Communications, Software, Operations) deal with internal security features provided by
systems and the security management of these features.

System Operational Consider ations
General

It will often be desirable to mix applications and data of different senstivities on a single
system or network. Idedly, it would be convenient to identify explicitly the various mixes
of sengitivities which could be accommodated without undue risk in any given type of
system. Unfortunately, since the combinations of sensitivity and technical implementations
are numerous, identification of such mixes is virtualy impossible. Each individual
configuration and mix must be analyzed for appropriate controls.

The primary criterion in the choice of a system must be the acceptability of the others with
whom the system resources are shared. 1t must be assumed that a knowledgable user will
find ways to circumvent normal protective mechanisms if sufficient motivation exists. For
this reason, if the other users cannot be identified, or if they are known but are not totally

3
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acceptable, sensitive resources should not be shared without the strict controls of a multi-
level environment.

Conversaly, if all users of a system are known and identifiable and can be alowed to
legitimately gain access to any information on the system, they can be considered singly
and collectively to be responsible for the protection of the information. The security
concern is therefore minimized and efforts can be concentrated on ensuring that
unauthorized persons cannot gain access.

Often, even though users are all known and acceptable, they cannot be permitted access to
al system and data resources because they do not share a common need-to-know.
Although a security screening process is in effect, it alone cannot be expected to ensure
that all users can be explicitly trusted. Furthermore, system isolation mechanisms may fail,
causing an inadvertent unauthorized disclosure.

In such cases, it is sometimes possible to provide third party intervention between users
and the system. While this may have the effect of increasing the number of personnel
required, it provides the capability of manually monitoring system use and improving the
separation-of-duties concept. The rules under which the third party intervention is applied
can be set to match the system sensitivity.

If third party intervention is not possible, then most of the security mechanisms must be
based on the automated responses of the system. For example, if the risk in a particular
environment is high, then systems with high assurance levels for protective mechanisms
should be used.

Finaly, one must examine the capability or privileges granted to users. Compensatory
controls can be applied to some privileges. For example, the privilege of being allowed to
update transactions on a system can be coupled with controls which provide auditability of
transactions. However, in general, if users are alowed to introduce instructions into a
system by utilizing compilers, assemblers, interpreters or trandators, the possibility of
deliberate compromise of a system is greatly increased. For this reason, programming and
the introduction of programs (eg. applets in Java) should not be allowed on highly
sensitive systems during production periods and must be controlled at all times.

It is these conditions which will be assessed in determining the level of information that
may be processed on the system without compromising the confidentiality, availability and
integrity requirements. The statement of sensitivity, which contains the confidentiality,
integrity and availability requirements for an application and the intended user base, must
therefore be taken into consideration when determining an acceptable "Mode of
Operation” for processing an application.

Modes of Operation
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This section describes the three modes of operation. Although the differences in the three
modes are based on confidentiality requirements, processing in any given mode aso has an
effect on the availability and integrity requirements of computer systems and networks.

Dedicated Mode
A system is operating in the dedicated mode when al the following statements are
satisfied concerning the users with access to the system, network, its peripherals, remote

equipment, or hosts.

. Each user has been subjected to the appropriate level of personnel
screening for al information on the system or network.

. Each user has forma access approval and has signed a non-disclosure
agreement for al information stored and/or processed on the system or
network.

. All users have an operational need-to-know for al information contained

on the system or network.
System-High Mode
A system is operating in the system-high mode when al the following statements are
satisfied concerning the users with access to the system, network, its peripherals, remote

eguipment or hosts.

. Each user has been subjected to the appropriate level of personnel
screening for al information on the system or network.

. Each user has formal access approval and has signed a non-disclosure
agreement for all information stored or processed on the system or
network.

. All users have an operational need-to-know for some of the information

contained on the system or network.
Multilevel Mode
A system is operating in the multilevel mode when al the following statements are

satisfied concerning the users with access to the system, network, its peripherals, remote
eguipment or hosts.
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. Since different levels of information are processed on the system or
network, authorized users have been subjected to different levels of
personnel screening, depending on the level of information to which they
require access. For example, some users may have been screened to Level
Il (Secret) while others may have been screened only to Reliability.

. All users have been subjected to the proper personnel screening level and
the appropriate formal access approval, eg. signed non-disclosure
agreement, for the information to which they have access.

. All users have an operational need-to-know for the information to which
they have access.

The selection of safeguards for each mode depends on a number of interrelated factors
identified by a TRA, including senditivity level, user access requirements and external
communications. For example, basic safeguards for a system in the System-High Mode
processing sensitive information at the Protected-A level could include assignment of
security responsibilities, contingency plans, enhanced reliability screening for users,
physical access control of servers and work areas, logical access control functionality and
controlled dial communications.

Security Summary Table

Many security components must be considered when processing government information.
It is therefore essential that all aspects of the IT environment be evaluated in relation to
the security requirements when selecting safeguards. The Security Summary Table, which
is intended as a guide only, highlights topics to be considered when determining the
safeguards required in an IT environment. The table is a summary of procedural,
personnel, physical and environmental, system and communications safeguards. These
areas are complementary, and no one areais more important than another.

The three fonts used in the text of the table reflect increasing security concerns within a
security area. The regular font, italic font and sMALL cap font indicate safeguards
increasing from basic to more sophisticated protection. There is no ranking or intended
order within each font.

Some topics are repeated in different areas in the table, eg. "Training” and "Access
Controls'. This repetition indicates the topic isintegral to each areain which it is found.
More details on the topics listed in the Summary Table are contained in the various
chapters of this document.
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INFORMATION TECHNOLOGY SECURITY SUMMARY TABLE

PROCEDURAL
* Administration
« Organization

CONFIDENTIALITY

Regular/ Increasing
Italic/ B Protection
Sm Cap
Assignment of responsibilities

Separation of duties

Classific

ation procedures

System Development Life Cycle
Standards/policies

AVAILABILITY

Regular/ Increasing
Italic/ B Uptime
Sm Cap

Log review

Backups & recovery

Written procedures

System Development Life Cycle
Contracts of

INTEGRITY
Regular/ Increasing
Italic/ B Accuracy
Sm Cap

Change control

Media marking

Log procedures and review
Verification

Security audit

« Production

Trusted

computing at C1/C2 level

Separation of physical media
Transaction logging

Audit
Restricti
Trusted

on of privileges and capabilities
computing at B1/B2 level

ENCRYPTION
TRUSTED COMPUTING AT B3/A1 LEVEL
TEMPEST

Minimum configuration
Uninterruptible power supply

Hardware redundancy

ALTERNATE FACILITIES
(CONTINGENCY PLANNING)

Business resumption plan * Hardware Testing
Statement of sensitivity « Software
Security clauses in contracts « Communications
Specify
* Maximum downtime
« Critical minimums
Contingency planning
Business resumption plan
PERSONNEL Training awareness Training Training
Correct screening/clearances Designated employees Job description
Termination procedures Backup personnel specified Job responsibilities
Security clauses in contracts Termination procedures
Separation of duties Emergency Response Team
Need to know
MUTUAL ACCEPTABILITY RECOVERY TEAM ACCESS AUTHENTICATION
ACCESS VERIFICATION
PHYSICAL & Access controls Environmental controls Environmental controls
ENVIRONMENTAL « Physical Fire protection
 Logical
Doors correctly secured Offsite storage Physical access controls
Walls slab to slab Transportation of media
Waste disposal
INTRUSION DETECTION SYSTEMS ALTERNATE SITE
VERIFICATION OF AUTHORIZATION
SYSTEM System access control Maintenance Change control
« Operations File access control Change control Restriction of privileges and
Separation of Inventory HW/SW capabilities
* Hardware ] : ;
« Development Offsite backup of both system Configuration control
* Software * Testing SW and data Maintenance

Range checks
Value checks
Error detection
Error correction

CHECKSUMS
LOGGING - ERRORS
AUDIT JOURNALS
AUTHENTICATION
DIGITAL SIGNATURE

COMMUNICATIONS

Configuration
Surveillance
Log review

Change

control

Access control

Authenti
Approve
Tempest

cation
d TYPE Il encryption

Configuration

Change control

Log review

Specify
* Minimum downtime
 Critical minimums

Alternate routing

Configuration
Change control
Surveillance
Error detection
Re-transmission
Log review
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INFORMATION TECHNOLOGY SECURITY SUMMARY TABLE
CONFIDENTIALITY AVAILABILITY INTEGRITY
Regular/ Increasing Regular/ Increasing Regular/ Increasing
Italic/ B Protection Italic/ B Uptime Italic/ B Accuracy
Sm Cap Sm Cap Sm Cap
HIGHGRADE (TYPE I) ENCRYPTION DUPLICATE SERVICES AUTHENTICATION
TSST Chapter 2 - Administrative and Organizational Security
2. ADMINISTRATIVE AND ORGANIZATIONAL SECURITY
21 Information Technology Security Organization
211 Appointment of Security Personnel
1. If you are a government department, appoint:
. a departmental security officer (DSO),
. an I T security coordinator, and
. if you have COM SEC concerns, a COM SEC authority.
2. If you are a private sector organization doing contract work for the federal
government, appoint:
. a company security officer (CSO),
. when deemed necessary, an I T security coordinator, and
. if you have COMSEC concerns, a COM SEC officer.
3. Appoint an IT security representative for each physical location.
4. Other security designates can be appointed with responsibilities that include the
security aspects of personnel, physical and environment, hardware, software, operations
and communications.
2.1.2 Responsbilities of Security Personnel

1. The DSO should have a functional reporting relationship to the Deputy Minister or
head of the organization for reporting security issues where warranted.

2. The DSO is responsible for the development, implementation, maintenance, co-
ordination, and audit of departmental IT security policies, standards and procedures, to
ensure the:

. appropriate security clearances/screening of personnel handling classified/
designated or other sensitive information;

. adequacy of physical security; and

. adequacy of IT security.



3. The IT security coordinator should have a functional reporting relationship to the
DSO and be responsible for:

planning and conducting regular IT TRAS;

preparing evaluation reports,

developing IT security procedures, proposals for safeguards and
contingency plans,

as a minimum, annualy reviewing IT security measures and contingency
plans;

addressing IT security incidents and ensuring the timely application of
corrective measures to prevent possible recurrence;

participating in the development and testing of 1T contingency plans,
participating in business resumption planning;

alerting the DSO to potential and actual security problems;

designing and implementing an I T security awareness program,

reviewing contracts for inclusion and adequacy of IT security clauses,
addressing IT security deficiencies found during investigations, reviews,
etc.; and

determining the action to be taken whenever a safeguard is bypassed.

4, The COMSEC authority should be responsible for:

custody of cryptographic material and custodia records;

assisting in IT TRAs and ensuring the implementation of any resultant
recommendations and/or corrective measures,

developing COM SEC procedures;

checking COM SEC practices and correcting deficiencies;

aerting the DSO to potential and actual COMSEC problems and ensuring
that corrective measures are taken,;

instructing personnel handling COMSEC equipment to observe security
measures,

reviewing contracts for incluson and adequacy of COMSEC security
clauses,

addressing COM SEC security incidents and ensuring the timely application
of corrective measures to prevent possible recurrence;

ensuring the disposal and destruction of superseded COMSEC materia as
stipulated in current doctrine and procedures; and

advising on the action to be taken whenever a COMSEC safeguard is
bypassed.
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I nformation Technology Security Administration
Security Policy and Procedures

1. Develop and issue written I T security policy and procedures.

2. Departments should maintain a reference library consisting of the GSP and TSSIT
and documents referenced therein. In addition, the following documents should be
maintained:

. statutes affecting the security of information within the department;

. "Fire Protection Standard for Electronic Data Processing Equipment,”
Treasury Board Manual, Occupational Safety and Health, Chapter 3-3;

= local fire regulations;

. for private sector only, Industrial Security Manual, Supply and Services
Canada, and the COM SEC supplement (where required); and

. any other documents deemed relevant to the security of the department.

Classification and Designation of Sensitive I nformation and Assets

1. Develop a classification and designation guide that contains procedures for the
classification, declassification, designation and downgrading of IT information and assets.

2. The classification and designation guide should specifically address al types of
information processed in the IT environment and be reviewed annually.

3. Classfy and designate IT assets according to their confidentiality, integrity,
availability and vaue.

Statements of Sensitivity
1. Prior to an application being processed on any computer system, prepare a
statement of sendtivity specifying the security classification or designation, availability

requirements, and integrity concerns.

2. Statements of sensitivity should be available to persons responsible for the security
of the IT system.

Contracting
1. Specify security requirements in all contracts with external organizations where
those contracts affect sensitive I T services, information or equipment.

2. Use the Security Requirements Checklist (SRCL) to define the security

10
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requirements for contracts for which Public Works and Government Services Canada
(PWGSC) is the contracting authority. This also applies to call-ups against standing offers
where the standing offers or call-ups contain security requirements.

3. When your department is responsible for the security aspects of a contract, check
the security status of the contractor with PWGSC and inform PWGSC when you have
determined that the contractor meets the appropriate security requirements. Document
the decision that a contractor meets appropriate security requ