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INTRODUCTION

Good afternooiChairmanRockefeller,Vice ChairmarBond and members of the
committee. Thankyou for this opportunity to testify today and your continued support to
the dedicated men and women of the Defense Intelligence Agénaynationfaces a
variety of complexnational andransnationathreats and challenge®ly testimony will
outline the state of the insurgencies in Iraq and Afghanistan, the current threat from
global terrorism and proliferation of Weapons of Mass Desibn. Finally, | will
discusgefense relatedevelopments in states and regions of conaathother

transnational issues.

CONFLICT IN IRAQ

We have seen some recent developments that give hope for progress. dibdse in
efforts to address problenassciated with deBadsthification and increased cooperation
between Sunni Arab tribes and the government in al Anbar Province. Additionally, Prime
Minister Maliki has made gestures to the Sunni minority such as offers to reinstall some
Saddarrera military leaders and the issuance of arrest warrants for Ministry of Interior
personnel accused of abuses. Soogele elements from Mugtada$ddrés movement have

also been expelled from his organization.

We note the continued development and increaseditiéypaf the Iraqi Security
Forces (ISF) and policeThe ISF will meet manning, training, and equipment milestones,
improving unit capabilities. Nevertheless, the ISF will remain dependent on Coalition support.
ISF units continue to struggle withilitia influence and instithg discipline in their formations

to gain legitimacy with the population.

Despite these positive developments, significant challenges to U.S. and Coalition
Forces remain. Violence in Iraq, as measured over the past year, edritrincrease in

scope, complexity, and lethality. The Sunni Atased insurgency continues to gain
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strength and capacity despite progress in the political arena and positive developments in
the ISF. The conflict remains a sectarian struggle for pamgethe right to define Iraqé

future identity. Overall attacks averaged approximately 160 per day in December 2006,
down from record high in October 2006 of approximately 180. The daily average of
attacks against Iraqi Security Forces in December resdaiansistent with recent

months averaging approximately 30 per day. Daily attacks on civilians in December also
averaged approximately 30 per day, down from record highs in OcttiHerse

increased 2006 and wasgesponsible for roughly 60% ofd@lition casualties

We havealsonoted a change in the character and dynamics of the conflict. The
perception of unchecked violence is creating an atmosphere of fear, hardening
sectarianism, empowering militias and vigilante groups, hastammddle-classexodus,
and shaking confidence in government and security forces. The sectarian violence, a
weak central government, problemgnovidingbasic services, and high unemployment
areencouragingnore Iragis to turn toward sectarian groups, miljtsasl irsurgents for
basic needghreateninghe unity of Irag. Moreover, robust criminal networlest as
insurgent and terrorigbrce multipliers. Many Sunni Arabs, motivated by fear, financial
incentive, perceptions of marginalizatji@nd exclusion from ligi government and

security institutionsact as insurgegrsympathizersgcapable of supporting the insurgency.

Since 2003, the fight to define peSaddam Iraq has been primarily an indab
conflict to determine how power and authority will be distrdzlitWe note that
conditions forthe further deterioration of security and stabiégst within this ongoing
struggle. Although a significant breakdown of central authdiaty not occurredraq
has moved closer this possibilitypecause ofveakgovenane, increasing security

challenges, anthe lack ofa national compact.

Conflictin Iraq is in a selsustaining and growing cycle in which violent acts
increasingly generate retalia. Insecurity rationalizes and justifies militias, in
particularShi@a militias andincreass fears in the Sunni Arab community. The result is

additional support, or at least acquiescence, to insurgents and terrorists such as AQI.

UNCLASSIFIED 3



UNCLASSIFIED

Shiéa militants, most notable Jayshdlahdi, account for soe of the increases in

violence.

Baghdads the center of the ShiGaand Sunni Arab conflict as both groupfight
for territory and political influence. Sectarian attacks cdntgimost of the violence in
mixed-ethnic areas in and around the capitddile CoalitionForcesremainthe primary
target in the Shida South and Sunni West.

Iragi Security Forces, particularly the Ministry of Interforces are infiltrated by
members othe Supreme Council for Islamic Revolution in Iraqé Badrorganizationand
Muqgtada alSadré Jaysh al-Mahdi. TheJaysh alMahdi often operates under the
protection or approval of Iragi Policélany Sunnis view the ISF as a Shica led tool of
oppression.Some Jaysh &lahdi cells may operate outside Sadrés direct guidance and

conduct independent opearats.

Attacks by terrorist groups account for only a fraction stingent violenceyet
the highprofile naure of their operations and tactitave a disproportionate impact.-Al
Qaida in Iraq (AQI) is the largest and most active of the-lragpd terrast groups.
AQIGs attacks against Iragi government targets and Coalitioor€es continue apace.
AQI is one of the most visible perpetrators of ¢Bhia attacks in Iraq and has
capitalized on the current cycle of sectarian violence by increasing pensejé
operations are in defense of Sunni interests. Ansaumha, the second most prominent
terrorist group in Iraq, also poses a threat to stability in Iraq and has longstanding ties to
AQI and external aQaida elementsHard numbers foforeign fighters inthe Iraq
insurgery are unavailableDIA judgesless than 10% of insurgentedoreign fighters

Themajority of these individuals are used as suicide bombers

The building, trainingand deploying of Iraqi Security Forces and poigce
progessing, although politicization of the security ministries remains a challenge. The
ISF are meeting the manned, trained and equipped milestones, have improved unit

capabilities, and are increasing@king theleadin security operationsTheyremain
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generally dependent on Coalition suppove judgethe Iraqi Security Forces are
presetly unable to stand alone against Sunni insurgen®aala in Iraq and Séa
militias. Moreover, the Iraqi Government hast yeteffectively addressd core Sunni
Arab grievances.

Iragi government officials continue attempts to achieve national reconciliation,
but attacks against civilians, a key driver of etiseatarian conflict, continue to increase.
Political leadersdinability to resolve key issues such as federalism, deBadathfication,
amnesty for insurgents, and militia integration also contribute to continued Sunni Arab
discontent, fueling support for terrorist and insurgent gro@extarian differences limit
the effectiveness of government as groups mairtardline stances on contentious

issues.

The Iragi economy has experienced moderate growth despite the security
situation, which continues to impede and increase overall costs of reconstruction.
However, the inability to realize significant improverteem the oil and fuels sector and
in electricity production and distribution creates drag on the economy while undegmi

the average Iragi citizenGs support for the central government and Coalition.

DIA judges that continued Coalition presensé¢heprimary counter to a
breakdown in central authority. Such a breakdewenld have grave consequences for
the people of Iraq, stability in the region, and U.S. strategic interests. No major political
figure in Iraq has endorsed the notion of civil war artgion, and most political and
religious leaders continue to restrain their communities. Moreover, DIA judges that most
Iragis recall a past in which sectarian identity did not have the significance it does today.
Although leaders across the politisplectrum who are participating in the government
continue to talk and search for a positive way forward, the challenges to bringing stability

and security with a cohesive, unified, and effecgggernment remain significant.
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CONFLICT IN AFGHANISTAN

The Talibanled insurgency is capableand resilient threat to stability in
Afghanistan, particularly in the Pashtun south and dasspite absorbing heavy combat
losses in 2006, the insurgensirengthened its military capabilities and influence wih it
core base of rural Pashtuns. Overall attacks doubled in 2006 from the previous year.
Suicide attackguadrupled from 2005 levedsd largescale operationsthose involving
50 or more fighters increasedignificantly as well A sustained internatr@l military
and Afghan security presence in the volatile Pashtun south and east alongside credible
civil administrationis essential for solidifyingentral government controDtherwise,
the Afghan governmemhay find itself in a stalemate with insurgewhereit maintains
control over cities and insurgents retain freedom of movement in the Pashtun dominated

countryside

Al-Qaida's strategic objectiv@ge-establishing the Islamic caliphate, unified by a
common ideology rooted in a violent rejectiminapostasy and characterized by fervent
opposition to Western influence in traditionally Islamic counfriesmpel alQaidads
commitment to the Afghan jihad, help shape its strategy there, and help to recast
Afghanistan as a critical battleground in a loteabattle againghe West and apostate
regimes.In a July 2005 letter, Ayman-alawabhiri framed the jihad in Afghanistan as a
vanguard for ultimately establishing an Islamic state in the Levant, Egypt and
neighboring states in the Arabian Peninsulalaagl, multiple public statements by

Zawabhiri have since repeated this point.

The Afghan governmerig maintaining generally favorable and stable relations
with most, but not al, of its neighbors. Afghanistanés relations with Pakistan are strained

due b continued Taliban reliance on sdifavenin Pakistan.

In 2006, efforts byhe governmenand provincial governors resulted in the
greatest poppy eradidan in four years. Howevethe Afghandrug tradeemains a

major source of revenue for insurggeands acorrupting influence over government
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officials. Poppy cultivation will continue unlessiproved alternative livelihood

programslaw enforcement, and judiciegform are implemented

President Karzai & administration has been struggling to mprove its performance
and expand its presencélthough the Afghan government has established natlenal
political institutions by drafting a new constitution, holding a legitimate presidential
election, and creating a democratically elected Natidsaémbly, local government
receive limited resources from Kabul and struggle to provide effective governance.
Additionally, the Afghan National Army and Police have been unable to effectively
promote security, particularly in the volatile south and.e@bey remain hindered by a

shortage of skilled personnel, tribal and ethnic rivalries, and corruption.

Nearly five years after the Talibanés fall, many Afghans expected the situation to
be better by now and are beginning to blame President Karzheftack of greater
progress. These unrealized expectations contributed to an erosion of support for his
administration. Nevertheless, President Karzai is still the most powerful political figure
in Afghanistan. President Karzai will need to secureessges in the months ahead to
convince Afghans that his administration can counter and eventually defeat the Taliban.
DIA assesses the Taliban led insurgency sethain a threat in 2007 aiitd attacks will
increase this spring.

WAR ON TERRORISM

Al Qaida and Sunni Extremists.Developments over the last year have
highlighted the continuing threat posed by terrorism to the security of the United States.
The United States and its allies achieved major successes ag&)astialand its
associated moveme including the elimination or capture of key leaders and the
disruption of major plotsTheseachievements unfortunately highlight the resiliency of
these groups and resonance of their message. For examfulgust 2006, British and

Pakistani secuty disrupted an aQaida cell, directed by #aida leadership iRakistan
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thatplanned tdoomb nearly a dozen U.S. airliners bound for the U.S. inamidThe

group intended to smuggle liquid explosives aboard the aircraft and assemble and
detonate theevices while the airliners were in raadr. In June 2006, Canadian

authorities detained 17 individuals who were planning a series of attacks in Ontario to
include bombings, seizing Canadian Parliamentary buildings and a broadcast center, and
taking hostges. Also, documents captured in a raid on aQalda in Iraq (AQI)

safehouse in Iraq revealed AQI was planning terrorist operations th&heé he

disrupted plotsinderscore both the accomplishments achieved in union with our partners
in the War on Terorism and the continuing danger posed b@alda. Despite being

forced to decentralize its network;@hida retains the ability to organize complex, mass

casualty attacks and inspire others.

Al-Qaida remains the most dominant terrorist organizatiortree most
significant threat to U.S terests worldwideln 2006, alQaida remained a loose
network, broadly defined by the strategic objective eéstablishing their version of an
Islamic caliphate, and unified by a common ideology rooted in thentiogjection of
Western influence, especially iratitionally Islamic countriesAl-Qaida has
consistently recovereddm losses of senior leadershipespite the deaths and capture of
key operatives, new but less experienced leaders step forwarenaaith committed to
transnational terrorist operations, including in the United Sta&dditionally, alQaidats
increasing cooperation with likminded groups has improved its ability to facilitate,
support, and diredts objectives. For example his2006 9/11 anniversary video,
Zawahiri announced that the Algerian Group for Salafist Preaching and Combat formally
aligned itself with alQaida.

Al-Qaida senior leadership in Afghanistan and Pakistan remain pressure
from U.S. and our Global War drerrorism partnersomilitary and intelligence efforts,
hinderingtheir abilityto directglobal operationsThe increased number of statements
issued last year by-&aida leadership, in particular Aymanzdwabhiri, indicate the
continuing strategic role&lsama bin Ladin and-@lawahiri seek to play despite their

isolation. This rhetoric is designed primarily to provoke Arab and Islamic audiences to
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undertake militant activities, regardless of locale or affiliation, in order to broaden and
deepen their peeived global struggle; it is also designed to maintain influence over that
struggle, to maintain recruitment and morale, and to place local insurgencies into the

context of the wider global struggle.

AQI is the largest and most deadly of the Haagederrorist groups. It continues
to target Iragi government interests and Coalition Foré&3l conducts the most
provocative antiShida attacks in Irag - a hallmark of its strategy since 2003. It has
instigated cycles of sectarian violence by charagtegiits operations as defending Sunni
interests. Furthermore, AQI continues to pose a regional and global threat. Seized

documents and interrogations reveal AQIGs intent to continue externa attack planning.

CBRN Terrorism. Some terrorist groups semploying chemical, biological, or
radiological materials as lowost, highimpact opitons for achieving their goal€€ven an
inefficient dissemination of these materialsadroax incident, couldave a substantial
psychological and economic impadReporting continues to indicate that netate
actors, specifically aDaida, ontinue to pursue CBRN optionglsama bin Ladi has
openly declared his interest in such materials since the 19%@srecent press claim
made by the aRaida in Iraq leader asig for nuclear scientists to make @germbéand
airtydweapons reinforces a -Qaidafs interest and desire to acquire CBRN materials.
CBRN-related information is widely available, and if terrorists were to use
unconventional materials in an attack, we bdigwy likely would use lovievel
biochemical agents such as ricin, botulinum tainoxic industrial chemicalsuch as
cyanide In addition to these loMevel biochemicahgents, aRQaida exhibited an interest
in anthrax mustard, and sarjprior to Operation ENDURING FREEDOMWe also
judge that alQaidaand other terrorist groups hathe capabilityand intento develop
and employ aadiological dispersal devicét this time, we do not believe that@iaida
has a nuclear weap@apability, althoughacquisition remains a goal; the acquisition of
sufficientweapons usableuclear material remains-&laidaés key obstacle to a

improvisednuclear capability.
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Other Terrorist Groups Lebanese Hizballah continues training Iragi Shida
militias. Hizballahalsocontinuego providesupport to Palestian terrorist elerants to
facilitate attacks in Israellranés Islamic Revolutionary Guard Corps-Qods Force (IRGE
QF) has the lead fats transnational terrorist activities, in conjunction with Lebanese
Hizbdlah and Iran& Ministry of Intelligence and Security (MOIS).

The Revolutionary Armed Forces of Colombia (FARC) continues to view U.S.
government and DoD personnel as legitimate targets in Latin America. The FARC has
held three U.S. DoD contractors hage since 2003. The possibility of the FARC
targeting U.S. interests and persanls remainas long as we are directly involved in

Colombian countedrug and counteterrorism efforts.

Islamic World. Favorable opinion of Sunni extremists is waning agbtuslims
worldwide. Muslim casualties in the 2005 Amman bombings accelerated the decline that
began in response to-@bidads attacks against Iragi civilians. In a summer 2006 muti
countrypoll conducted by a U.S. NG@pproximately 25% of Jordanianspeessed a lot
or some confidence idsama bin Ladi compared to 60% the year before. In Pakistan,
approximately 38% of respondents stated they had some level of confidéfsaaa
bin Ladin, compared to 51% in May 2005.

Opinions of the West remain low many Muslim countriesThe caricatures of
the PropheMuhammacderoded the good will gleaned from U.S. relief efforts. Many
Muslims tkelieve the cartoonsere deliberate insults and part of a Western besiegement
of Islam. Muslim public opinion will caimue to be sensitive to perceived affronts to

Muslim values.

The SunniShiéadivide remains largely a vehicle for Muslim power politics.
Sunni andshiéa governments will continue cooperation through their surrogates when
presented with a common enemycls as the coalition in Iraq or Israel. Where the

sponsorsdinterests diverged as with their spheres of influence in Iraq or on the African
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periphery of the Islamic worel conflict will increase as competition for influence

stiffens.

Islamic extremist grgos will continue taattempt togain popular support by
exploiting governmitsbshortcomings in governance, corruption, economic

developmentand provision of critical services

Extremismin Europe remains more a secular issue than a religious one. Many
within Europed burgeoning Muslim population increasingly voice discontent through
extremism and violenogith Europeés integration attempts. Extremism throughout the
West will continue to be spregdimarily through radical clerics, the Internet, and

prisons.

Egypt Egypt is generally supportive of US goals atjectives. Most recently,
PresidenMubaralés government has tried to mediate between HAMAS and Isvael
secure the release otaptured Israeli soldier. Egypt's overall security emrent is
generally stable although susceptible to terrorist attacks as demonstrated by the April
attacks on the Multinational Forces and Observers mission and on civilian targets in the

Sinai Peninsula.

Other Persian Gulf States Gulf Cooperation Coullc(GCC)states are stable,
but leaders are concerned that instability in Iraq, the threat of terrorism, and a more
aggressive Iran will directly affect them. Counterterrorism cooperation is improving,
with pledges being made to increase regional effen@gs in the war on terrorism.
There haslsobeen progress in developing legal frameworks for the prosecution of terror
planners and facilitators, although prosecution in the courts remains difilegpite
GCGwide acknowledgement of the Sunni extrgnthreat, two Sum regimes with
substantiabhiéa minoritiesi Saudi Arabia and Kuwait and one with &hiGa majorityi
Bahraini have a fear of thelghié populationés ability to threaten internal stability; a

concern likely related to their fear mnian hegemony.

UNCLASSIFIED 11



UNCLASSIFIED

Pakistan. Pakistan's direct assistance has led to the eradication or capture of
numerous alaida terrorists A series of counterterrorism successes earlier thi$year
including the capture or death of several key operaividayedal-Qaida attack
planning andemporarilydiminished leadership resourcdseverthel ess, PakistanGs
border with Afghanistan remains a haven feQaldads |eadership and other extremists.

In a September accord withe PakistargovernmentNorth Wazirista tribes agreed to
curtail attacks into Afghanistan, cease attacks on Pakistani forces and expel foreign
fighters. However, the tribes have not abided by most terms of the agreéihent.
Qaida's network may expldite agreement for increased freedom oement and

operation

The Pakistargovernmentemains at odds with Afghanistan over the Taliban's
presence in Pakistan. Additionally, Pakistased militants' continued attacks against

India uncerminePakistan'sability to make lasting peace with iteighbor.

Southeast Asia.Thailand continugto struggle withentrencheduslim
separatistinrestin its southerrmost provinces Approximately 400 individuals were
killed in shootings, arson attacks, and bombimg2006i approximately the same
numbe as 2005 although we cannot confirm that all such incidents were insurgency
related The insurgency is home grown, althodgbal Muslim extremistshave sought to
emphasizeolidarity with"oppressed" Muslims worldwide wrder to incite hatred
againsfThailandé Buddhist majority. The government, installed following the
September couasadopted a conciliatory apprdathat ithopes will easetensionsput
the insurgency is a decentralized movement and many younger militants appear intent to

continte the struggle

Separatist unrestlsewheren Southeast Asia has been largely contained, in part
throughgovernmenteconciliation efforts. Indonesia continues to successfully advance
last yearés historic peace accord that ended the 29-year conflictin the Aceh province,
with elections on 11 December. Sporadic separatist violence in Indonesiafs Papua

province poses no serious security thr@dte Philippinesalso achieveduccess
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