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CyberNotesis published every two weeks by the National Infrastructure Protection Center (NIPC). Its
mission isto support security and information system professionals with timely information on cyber
vulnerabilities, hacker exploit scripts, hacker trends, virusinformation, and other critical
infrastructure-related best practices.

Y ou are encouraged to share this publication with colleagues in the information and infrastructure protection
field. Electronic copies are available on the NIPC Web site at http://www.nipc.gov.

Please direct any inquiries regarding this publication to the Editor-CyberNotes, National Infrastructure
Protection Center, FBI Building, Room 11719, 935 Pennsylvania Avenue, NW, Washington, DC, 20535.

Bugs, Holes & Patches

The following table provides a summary of software vulnerabilitiesidentified between June 30 and

July 14, 2000. The table provides the hardware/operating system, equipment/software name, potential
vulnerability/impact, identified patches/workarounds/alerts, common name of the vulnerability, potential risk,
and an indication of whether attacks have utilized this vulnerability or an exploit script is known to exist.
Software versions are identified if known. Thisinformation is presented only asa summary; complete
details are available from the sour ce of the patch/workaround/alert, indicated in the footnote or linked
site. Please note that even if the method of attack has not been utilized or an exploit script is not currently
widely available on the Internet, a potential vulnerability has been identified. Updatestoitemsappearingin
previousissues of CyberNotesarelisted in bold. New information contained in the update will appear
asred and/or italic text. Where applicable, the table lists aACVE number@ which corresponds to the
Common Vulnerabilities and Exposures (CVE) list, a compilation of standardized names for vulnerabilities
and other information security exposures.

Vendor/
Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
Akopia, Inc MiniVend 3.0, | A vulnerability existsinthe | Unofficial Workaround MiniVend High Bug discussed in
4.0,4.04 sample storefront code, (SecurityFocus): Piped newsgroups and
which could alow a Deleting VIEW_PAGE.HTML is Command websites.
malicious user to execute an adequate workaround for this Execution
commands with the problem. Vulnerability has
privileges of the web appeared in the
Server. Press and other
public media
Alt-N WorldClient WorldClient isvulnerable No workaround or patch available WorldClient Medium | Bugdiscussedin
Technologies, Standard 2.1 to directory traversd using | at time of publishing. Directory newsgroups and

! Bugtrag, July 11, 2000.
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Infosec Security Vulnerability Report, Infosec.20000712, July 12, 2000.
SuUSE Security Announcement, July 10, 2000.

Bugtrag, July 11, 2000.

NT Security, July 10, 2000.

Bugtrag, July 4, 2000.

Bug discussed in
newsgroups and
websites.

Exploit script has
been published.




Vendor/
Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
place).
Checkpoint Firewall-14.0, | A remote Denia of Service | Check Point has stated that a fix Firewall-1 Low/ Bug discussed in
Software® 41 vulnerability existsin the for this vulnerability will NOT be Remote High newsgroups and
SMTP Security Server included in Service Pack 2 (SP-2) Resource websites.
WindowsNT component, which could for CheckPoint Firewall-1 4.1, but Overload (High Exploit has been
alow amalicious user to it will "probably be included if DDoS | published.
causethe systemtoremain | in SP-3.0 best-
at 100 percent CPU practices
utilization. ([
(I

Cisco® PIX Firewall A vulnerability exists See the Cisco advisory on thisissue Secure L oW1 Bug discussed in
uptoand which could alow athird located at: PIX Firewdll High newsgroups and
including party to reset aconnection | http://www.cisco.com/war p/public/70 TCP Reset websites.

4.2(5), 4.4(4), | if thesourceand Z/pixtepreset-pub.shtml (High if
5.0(3) and destination | P addresses DDoS
5.1(1) and ports of the best
connection can be practices
determined or inferred. not in
place).

Cyrus® Cyrus 1.6.x A vulnerability existsinthe | No workaround or patch available Cyruswith High Bug discussed in

method in which the Cyrus | at time of publishing. Postfix and newsgroups and

Unix IMAP works with the Procmail websites.

Postfix MTA, alowing the Remote Shell Exploit has been
execution of arbitrary Expansion published.
commands as the Cyrus

user.

FreeBSD™ FreeBSD 3.0- | A vulnerability existsinthe | Patch available at: FreeBSD High Bug discussed in
34,40 >libedit: module, which ftp://ftp.FreeBSD.or o/pub/FreeBSD/ Libedit newsgroups and

Unix could allow amalicious CERT/patches/SA- websites,

user to w
compromise system

security by changing or

replacing the configuration

file or execute arbitrary

commands.

FreeBSD™ Qpopper port String formatting operators | Upgrade your entire ports FreeBSD High Bug discussed in
version 2.53 areincorrectly parsedinthe | collection and rebuild the gpopper Qpopper String newsgroups and

Unix and earlier gpopper port, which could | port, or upgrade to gpopper-3.0.2 Formatting websites.

let aremote malicioususer | located at:

execute arbitrary code on http://www.freebsd.or g/ports/
the server when a POP

client retrieves e-mail.

Inter7- Vpopmail A vulnerability existsin Upgrade to version 4.8 available at: Vpopmail High Bug discussed in
(vchkpw) vchpw, the portion of http://www.inter 7.com/vpopmail Format String newsgroups and
prior to 4.8 vpopmail that performs ViaUser Input websites.

authentication, which could Exploit script has
lead to the remote been published.
execution of arbitrary code.

" Securiteam, July 10, 2000.
8 SecureXpert Labs Advisory, SX-20000620-3, June 30, 2000.
® Cisco Security Advisory, July 11, 2000.
10 Bygtrag, July 3, 2000.

" FreeBSD Security Advisory, FreeBSD-SA-00:24, July 6, 2000.

12 FreeBSD Ports Security Advisory, FreeBSD-SA-00:26, July 11, 2000.
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Vendor/
Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
International WebBBS A buffer overflow International WebBBS High Bug discussed
TeeCommun- | 1.1.5 vulnerability existsin the | Telecommunications has Web Server in newsgroups
ications' web server, which could addressed thisissuein WebBBS Buffer and websites.
allow amalicioususer to | 1.17. Official sharewarerelease Overflow Exploit has
WindowsNT execute arbitrary code. datefor thisversionisJuly 1, been published.
4.0 2000.
New A Denial of Service Vendor isworking on a patch.
vulnerability vulnerability and a buffer
existsin the overflow vulnerability,
latest version.™ which could allow the
execution of arbitrary
code, exist in the latest
version that has been
released to fix previous
vulnerabilities.
Joshua Apache::ASP | A security vulnerability Delete the example ASPfile, Apache::ASP High Bug discussed in
Chamas™® ASP0.16- existsinthe source.asp, or upgrade to version Source.asp newsgroups and
0.18,1.93 /siteleg/source.asp 1.95 of the software, available Example Script websites.
distribution examplesfile, from:
allowing malicious http://www.nodewor ks.com/asp/
usersto write to arbitrary
filesin the directory
containing the
source.asp example script.
Microsoft! Excel 97, A vulnerability existsinthe | No workaround or patch available Excel 97/2000 High Bug discussed in
2000 REGISTER.ID function, at time of publishing. Register.ID newsgroups and
Windows which allows executing websites.
95/98/NT programs when opening an Exploit has been
4.0/2000 Excel Workbook (.xIsfile). published.
Thismay beaso be
exploited through Internet Vulnerability has
Explorer or Outlook and appeared in the
may enable malicious users Press and other
to take full control over the public media
target=s computer by
ingtalling aTrojan on the
computer and then
executing it.
Microsoft’® FrontPage A Deniad of Serviceand a Microsoft will be addressing the FrontPage Low/ Bug discussed in
2000 Server path disclosure vulnerability with the release of Server Medium | newsgroups and
Windows Extensions 1.1 | vulnerability exists, which FrontPage 2000 Server Extensions Extensions websites.
95/98/NT and could render the CPU 12 Denid of Exploit has been
4.0/2000 previous usage of the server at a Service and published.
constant 100% or disclose Peth Disclosure
the full physical path of the
virtua web root directory.
Microsoft™® Internet A security vulnerability Patch available at: ActiveX Setup | Medium Bug discussed in

13 Bugtrag, June 29, 2000.
14 Delphis Consulting Pic Security Team Advisories, DST2K 0018, June 19, 2000.
1> Securiteam, July 5, 2000.
16 Bugtrag, July 11, 2000.

7 Georgi Guninski Security Advisory #15, July 11, 2000.
18 Bugtrag, July 4, 2000.
19 Microsoft Security Bulletin, MS00-042, June 29, 2000.
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Vendor/

Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
Explorer 4.0, existsin an ActiveX http://www.micr osoft.com/windows/i Download newsgroups and
Windows 4.01,5.0,5.01 | control, which could be gdownload/critical/patch8.htm websites,
95/98/NT used by amalicious user to | Thepaichesrequire IE 4.01 Exploit has been
overwritefiles on the Service Pack 2 or IE 5.01 toinstall. published.
computer of a user who Customersusi ng versions prior to
visited amalicious web site | these may receive amessage Vulnerability has
operator:s sites. reading "This update does not need appeared in the
to beinstalled on this system.f This Press and other
message isincorrect. More public media
information is availablein KB
article Q265258.
Microsoft® Microsoft The Data Transformation | Patch available at: SQL Server Medium | Bug discussed in
SQL Server Service (DTS) component | Intel: DTS Password newsgroups and
Windows 7.0 of SQL 7.0allowsa http://www.micr osoft.com/Downl websites.
NT/2000 malicious user the ability to | ocads/Release.asp?Releasel D=21 Exploit has been
compromise database 905 published.
passwords. Alpha
http://www.micr osoft.com/Downl
oadsy/Release.asp?Releasel D=21
Microsoft updated this 906
Microsoft Enterprise bulletinto reflect asimilar | A new version of the patch is
updates Manager issue with the Enterprise available to remedy all symptoms
bulletin.?* Server Manager Server related to this vulnerability.
registration dialog.
Microsoft* PowerPoint A vulnerability exists Unofficial Workaround Internet High Bug discussed in
2000; which could alow the (Georgi Guninski): Explorer and newsgroups and
Windows Internet execution of programs Disable Active Scripting or Disable Excel/ websites.
95/98/NT Explorer 5.01 | when viewing aweb page Run ActiveX controls and plug-ins. PowerPoint Exploit has been
4.0/2000 or HTML e-mail, whichin 2000 ActiveX published.
turn could provide full Object
control of atargeted Execution
computer. Microsoft Excel 2000 and
Microsoft Microsoft hasreleased a Power Point 2000
releasesa patch that eliminates this http://officeupdate.micr osoft.com/20
patch,23 vulnerability. They have 00/downloaddetailsyAddinsec.htm
also documented a Microsoft PowerPoint 97:
workaround that http://officeupdate.micr osoft.com/do
wnloaddetails/PPt97sec.htm
preve enis the use of .. | Apatch for the Access
Microsoft Access to exploit o
A vulnerability will be
awvulnerability in .
Internet Explorer. available soon.
Microsoft** SQL Server A vulnerability exists Patch available SQL Server Medium | Bug discussedin
7.0 which could alow a at:http://download.micr osoft.com/do Stored newsgroups and
Windows NT malicious user to run a wnload/sql70/satspfix/7.0/AL PHA/E Procedure websites.
4.0 database stored procedure | N-US/S70843a.exe
without checking for
proper permissions.
Microsoft® WindowsNT | A Denid of Service No workaround or patch available | Windows 2000 Low Bug discussed in
2000, vulnerability existsin the at time of publishing. Telnet Server newsgroups and

20
21
22
23
24
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Microsoft Security Bulletin, M S00-035, June 15, 2000.
Microsoft Security Bulletin, MS00-041, July 12, 2000.
Georgi Guninski Security Advisory #13, June 27, 2000.
Microsoft Security Bulletin, M S00-049, July 14, 2000.
Microsoft Security Bulletin. MS00-048, July 7, 2000.

Page5 of 1

07/17/2000




Vendor/
Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts

Windows NT 2000.2072, Telnet server, which may Denial of websites.

2000 2000.2031, be exploited by aloca or Service Exploit has been
2000.0.2195 remote attacker. published.

Microsoft*® WindowsNT | Multiple ports and No workaround or patch available | Windows 2000 Low Bug discussed in
2000, protocols on Microsoft at time of publishing. Remote newsgroups and

Windows NT 2000.2072, Windows 2000 Server are CPU-Overload websites.

2000 2000.2031, susceptible to a network Exploit has been
2000.0.2195 attack, which raises CPU published.

utilization on Windows
2000 Server to 100%.

Multiple BitchX IRC A Deniad of Service Contact your vendor for a patch. BitchX High Bug discussed in

Vendors” Client 1.0c16, | vulnerability existswhich IRC Client newsgroups and
75.0p1, could possibly dlow the Denid of websites.

Unix 75.0p3 execution of arbitrary code Service Exploit has been

by amalicious user. published.

Multiple Debian Linux | A vulnerability existsinthe | Contact your vendor for a patch. Multiple High Bug discussed in

Vendors® 21,22 setproctitle() library Vendor newsgroups and
FreeBSD function by FTPD, which FTPD websites.

Unix 1.151,20, may allow amdlicious Input Exploit has been
2.05,2.1, remote ftp client to subvert Vadlidation published.
2.15,2.1.6, an FTP server, including
2116, possibly getting remote
2.1.7.1; access to a system and
NetBSD 1.0- executing arbitrary code.

14.2;
OpenBSD
2.0-2.7;
ProFTPD
1.2prel-
1.2pre9;
13

Multiple Debian A vulner ability exists ISC hasreleased patched 1SC High Bug discussed

Vendors® Linux 2.1, which allowsfor remote versions, 2.0pl1 and 3.0b1pl14, DHCP Client in newsgroups
2.2; exploitation by acorrupt | which areavailable at: Remote Root and websites.

Unix ISC DHCP DHCP server (or a ftp://ftp.isc.org/isc/ DHCP
Client 2.0, malicious user The reported vulnerability is fixed
3.0b1 pretendingto bea DHCP | inthe package DHCP-client-beta

server) which could allow | 2.001pl6-0.3 for the current stable

root access. release and in DHCP-client
available at:
http://security.debian.or g/dists/stabl
gupdates

NetBSD, NetBSD-1.4.2 Ei?r?fjdr all releases of 1.4.x:

I\Sﬂu;%’rike gﬁ‘éggi 64 ftp://ftp NetBSD ORG/pub/NetBSD/

Bl misc/secur ity/patches/20000708-

release Mandrake dhdlient

patches.®, 3, 6.0, 6.1, 7.0, SUSE:

32 7.1 ftp://ftp.suse.com/pub/suse/i386/upd

% SecureX pert Labs Advisory, SX-20000620-1, June 30, 2000.

% SecureX pert Labs Advisory, SX-20000620-2, June 30, 2000.
% Securiteam, July 6, 2000.
% CERT Advisory, CA-2000-13, July 10, 2000.
29 Securiteam, June 28, 2000.
% NetBSD Security Advisory, 2000-008, July 10, 2000.
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Vendor/

Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
ate
Mandrake
To upgrade automatically, use
MandrakeUpdate. If you want to
upgrade manually, download the
updated package and upgrade
with "rpm -Uvh package name.Q
All mirrorsare listed on
http://www.mandr ake.com/en/ftp.ph
p3
Multiple Cddera A vulnerability existsinthe | Contact your vendor for upgrades. Multiple Medium | Bugdiscussedin
Vendors®¥** | OpenLinux way the makewhatis Vendor man(1) newsgroups and
23,24 portion of the man package >makewhatis websites.
Unix Mandrake 6.0, | usesfilesin /tmp, which Insecure /tmp
6.1,7.0,7.1; could alow loca malicious Files
RedHat Linux | userstogain elevated
5.2,6.0,6.1. privilege.
6.2 alpha,
1386, sparc
Multiple Debian Linux | A buffer overflow Debian: Canna High Bug discussed in
Vendors®, ¥ 2.1, 2.2pre vulnerability existsin the http://security.debian.org/dists/stabl | Remote Buffer newsgroups and
potato; Canna package, which is g/updates/sour ce/ Overflow websites.
Unix FreeBSD 3.5, | distributed with anumber | The packages for the Sun Sparc Exploit script has
40,5.0apha, | of free operating systems, | achitecture are not available. been published.
that may be exploited by a | EreeBSD:
remote malicious user to ftp://f;p.FreeBSD.orq/pub/FreeBSD/
execute arbitrary code on Dorts/i386/
the local system.
Multiple FreeBSD A vulnerability existsinthe | EreeBSD: Multiple High Bug discussed in
Vendors®, * wu-ftpd port, | wu-ftpd port whichcould | Deinstall the old package and Vendor newsgroups and
versions2.6.0 | allow remote anonymous install anew package located at: Wu-ftpd websites.
Unix and below; FTP usersto execute ftp://ftp.FreeBSD.or o/pub/FreeBSD/ Exploit has been
NetBSD wu- | arbitrary code as ports/ published.
ftpd versions | root on thelocal machine. | NetBSD: )
prior t0 2.6.1 If you have aversion older than
2.6.1, you should upgrade to a
newer version of wu-ftpd. A
corrected version has been part of
the NetBSD packages collection
since 8 July 2000 located at:
ftp://ftp.netbsd.or g/pub/NetBSD/pac
kages/
Multiple 4.0,4.0es,4.1, | A buffer overflow Conectiva: Restore High Bug discussed in
Vendors®, # | 4.2,5.0 vulnerability existsinthe | ftp://ftp.conectiva.com.br/pub/conec Buffer newsgroups and
restore program, which tiva/atualizacoes Overflow websites.
Unix could let amalicioususer | Mandrake:
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31 SUSE Security Announcement, July 11, 2000.

32 |inux-Mandrake Security Update, July 2, 2000.

3 RedHat Security Advisory, RHSA-2000:041-02, July 3, 2000.

3 Linux-Mandrake Security Update Advisory, 2000-07-07, July 7, 2000.

% Caldera Systems, Inc. Security Advisory, CSSA-2000-021.0, July 6, 2000.
% FreeBSD Security Advisory, FreeBSD-SA-00:31, July 5, 2000.

37 Debian Security Advisory, July 2, 2000.
% FreeBSD Security Advisory, FreeBSD-SA-00:29, July 5, 2000.
39 NetBSD Security Advisory 2000-010, July 10, 2000.
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Vendor/
Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
gain root privileges. ftp://ftp.freefr/pub/Distributions Li
nux/M andr ake/updates
Netscape™ Enterprise The authentication Solution: Netscape Medium | Bug discussedin
3.5.1C, username and password for | 1. Set write-protect permissionson | Administration newsgroups and
Windows NT, 3.5.1G, 3.5.1l, | the SuiteSpot serversare the admpw file located at Server websites.
Unix 3.6 SP1, SP2, | keptinadirectory inthe <server_root>/admin- Password Exploit has been
SP3; server root, readable by serv/config/admpw Disclosure published.
Fasttrack defaullt. 2. Shut down the administration
3.0.1,3.0.2; server asfollows:
Messaging Go to Server Manager and choose
Server 3.01, Admin Preferences|Shutdown.
3.54, 3.56, Click "Shut down the
3.6,4.1, 4.15, Administration Server.g
4.15p1, On aUNIX system: To stop the
4.15p2; administration server, go to your
Collabra server root and type "./stop-admin.@
Server 3.53, To start or restart the server, type
354 " [start-admin" and " /restart-
admin" respectively.
On NT: To stop the administration
server, go to Control
Panel|Services. Select the
"Netscape Administration Server"
and click Stop. Torestart it, click
Start.
Netscape™ Netscape Duetothefailureof the No workaround or patch Netscape High Bug discussed in
Professional FTP server toenforcea available at time of publishing. Professional newsgroups and
Unix ServicesFTP | restricted user Services FTP websites.
Server 1.3.6 environment (chroot), a Server Exploit script has
vulnerability existswhich | A fix isavailable from Netscape been published.
Vulnerability may lead to aremote or now; a new version will beissued
in theftp local root compromise. within some weeks. Customers
server hasbeen who areinterested should contact
fixed.* Uwe Springmann at
uspring@netscape.com
Network Netshield 4.5, | The contents of an Network Associates response: VirusScan/ High Bug discussed in
Associates™ VirusScanfor | executablerun by the "This security hole can befilled by NetShield newsgroups and
WindowsNT | AutoUpgrade functionare | theoperating system, using user AutoUpgrade websites.
WindowsNT 45 not verified, which could rights, and registry lockdown. Executable
4.0/2000 allow for the replacement Some of thisisoutlined in the Verification
of SETUP.EXE. Thiswill | NetShield 4.5 Administrators
be run with local Guide."
administrator privileges.
Novel|*® Border A vulnerability existsinthe | No workaround or patch available Border Medium | Bugdiscussedin
Manager 3.0, | ACL security permission at time of publishing. Manager newsgroups and
35 settings, which could allow URL Rule websites.
amalicious user to bypass Restriction Exploit has been
them. Bypass published.

“0 Conectiva Linux Security Announcement, June 30, 2000.
“! Linux-Mandrake Security Update Advisory, MDK SA-2000:018, July 11, 2000.
“2 Securiteam, July 13, 2000.
*3 Securiteam, June 24, 2000.
“4 Bugtraq, June 29, 2000.

> NTBugtrag, July 11, 2000.
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Vendor/
Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
Novell* Border A vulnerability existsinthe | No workaround or patch available Border Medium | Bugdiscussedin
Manager 3.0, authentication mechanism, | at time of publishing. Manager newsgroups and
35 which could allow an User websites.
unauthenticated user to Impersonation
masquerade as an
authorized user dueto the
fact that it does not verify
the origin of the access
request.
Novel|*® Netware A Denid of Service No workaround or patch available Netware Low Bug discussed in
5.0SP5 vulnerability exists when at time of publishing. Port 40193 newsgroups and
packets with random data Denid of websites.
are sent to port 40193. Service
Oracle®™ Oracle Web A Denid of Service No workaround or patch available Web Listener Low Bug discussed in
Listener 4.07 | vulnerability exissswhena | at time of publishing. Denid of newsgroups and
Unix & 4.0.8for malicious user sends a Service websites.
AIX malformed URL.
Patrick Powell® | LPRng 3.6.1- | A vulnerahility existsinthe | Thisvulnerability was fixed in LPRng High Bug discussed in
3.6.15 default installation of versions of LPRng after 3.6.15. Incorrect newsgroups and
Unix LPRng, which could allow | Removing the setuid bit on the Ipd Installation websites.
amalicious user to append | binary will dso eliminate this Permissions Exploit has been
logging information using vulnerahility. published.
the
-L option. Thelpd
program isinstalled
>SETUID root: by default.
RedHat™ Powertools Two locd vulnerabilities Because the core functiondlity of Multiple Low Bug discussed in
6.1and 6.2 existinimwhed: it follows | imwheel has been incorporated Imwheel newsgroups and
Unix 1386, alpha, asymlink blindly; and the into many existing applications, Vulnerabilities websites.
sparc Perl wrapper might allow removing imwheel will not incur a
other users on the machine | significant loss of functiondity.
to kill theimwheel process. | If the machine hasimwheel
instaled, remove imwhee by
running this command:
eel
SSH Communi- | SSH 1.2.27 A vulnerability exigts, Upgrade to SSH 1.2.30, available SSH 1.2.27 Medium | Bugdiscussedin
cations when compiled with at: Kerberos Ticket newsgroups and
Security™ Kerberos support, which http://www.ssh.com Cache websites.
could alow othersto read Exposure Exploit has been
Unix the dataresiding on the published.
NFS volume, or may create
the datain alocation where
other users have accessto
it.
Sun Sun JavaWeb | A security vulnerability See JavaWeb Server-s Sun Java Web High Bug discussed in
Microsystems™ | Server 1.1.3, existsin the server=sdefault | documentation section entitled Server newsgroups and
2.0 configuration, which could | "How to Secure a\Web Site that websites.

“6 Securiteam, July 7, 2000.

" Bugtrag, July 7, 2000.

“8 Bugtrag, July 11, 2000.

“9VIGILANTe Advisory, 2000002, July 4, 2000.

%0 Bugtrag, July 9, 2000.

*! Red Hat, Inc. Security Advisory, RHSA-2000:016-03, July 3, 2000.
*2 Bugtrag, July 1, 2000.
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Vendor/
Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
WindowsNT alow aremote malicious uses the Java Web Server" and Exploit has been
4.0, user to execute arbitrary Sun:s Java Web Server FAQ published.
Unix commands on the target (which was posted in response to
systems. CERT Advisory CA-2000-02)
available at:
http://www.sun.com/softwar efjwebse
rver /fag/jwsca-2000-02.html
Suse™ Linux 6.3-6.4 | A vulnerability exists Update available at: Tnef 0-123 High Bug discussed in
which could let aremote Intel processors: Mail Decoder newsgroups and
Unix malicious user gain root Ftp://ftp.suse.com/pub/suse/i386/ File Overwrite websites.
accessto a system by
overwriting the local ftp://ftp.suse.com/pub/suse/axp/upda
password database. Other te
Linux distributions or
operating systems might be
affected aswell. Please
contact your vendor for
information about this
issue.
Sybergen™ Secure A vulnerability exists No workaround or patch available | Secure Desktop Low/ Bug discussed in
Desktop 2.1 which could alow aremote | at time of publishing. Multiple High newsgroups and
Windows malicious user to modify Vulnerabilities websites.
95/98/NT 4.0 the routing table. This (High if Exploit has been
could open up such DDoS published.
vulnerabilities as disabling best-
thefirewall, TCP practices
redirection, and man in the not in
middle attacks. place)
Sybergen® SyGate 2.0, A remote Denid of Service | Thiswill be corrected in afuture SyGate Low Bug discussed in
3.0,3.1,311 | vulnerability existswhena | release. Denid of newsgroups and
Windows bad packet is sent to the Service websites.
95/98/NT 4.0 listening UDP port. Exploit script has
been published.
Texas Imperid | WFTPD Pro A Denid of Service No workaround or patch available | WFTPD Denial Low Bug discussed in
Software>” 2.41 RC10, vulnerability exists within at time of publishing. of Service newsgroups and
and prior the WFTPD server. websites.
WindowsNT Exploit script has
4.0/2000 been published.
Visble Razor 4.1 Passwords are encrypted No workaround or patch available | VisbleSysems | Medium | Bugdiscussedin
Systems™® with aweak algorithmand | at time of publishing. Razor newsgroups and
can bereveded. In Password File websites.
addition thisfileisworld- Exploit scripts
readable by default, and if have been
the admin changes the published.
permissions they will be
reset to world-readable.
West Street Locd WEB A remotely exploitable Upgrade to version 2.0 located at: Loca WEB High Bug discussed in
Software™ HTTPServer | buffer overflow http:/Awww.west- HTTP Buffer newsgroups and
street.co.uk/download.htm

>3 Foundstone, Inc. Security Advisory, FS-071000-5-JWS, July 10, 2000.
> SUSE Security Announcement, July 10, 2000.

*® Infosec Security Vulnerability Report, Infosec.20000625, July 3, 2000.
%% Securiteam, July 6, 2000.

> BluePanda V ulnerability Announcement, July 7, 2000.

%8 Bugtrag, July 5, 2000.
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Vendor/
Operating Software Vulnerability/ Common
System Name Impact Patches/Workarounds/Alerts Name Risk* Attacks/Scripts
12 vulnerability exists which Overflow websites.
Windows may lead to a system Exploit has been
95/98/NT compromise. published.
4.0/2000
WircSrv® IRC Server An unchecked buffer No workaround or patch available WircSrv IRC Low Bug discussed in
5.0.7s vulnerability exists which at time of publishing. Server newsgroups and
Windows could lead to Denial of Character Flood websites.
Service attacks against the Denid of Exploit script has
service. Service been published.

*Risk is defined in the following manner:

High - A vulnerability that will alow an intruder to immediately gain privileged access (e.g., sysadmin, and
root) to the system. An example of thiswould be avulnerability in which a sequence of instructionsis sent to a
machine by an unauthorized user and the machine responds with a command prompt.

Medium - A vulnerability that will allow an intruder immediate access to the system that is not privileged
access. Thisalowstheintruder the opportunity to continue the attempt to gain root access. An example would
be a configuration error that allows an intruder to capture the password file.

Low - A vulnerability that provides information to an intruder that could lead to further compromise attempts
or a Denid-of-Service (DoS) attack. The reader should note that while the DoS attack is deemed low from a
threat potential, the frequency of thistype of attack is very high. DoS attacks against mission-critical nodes are
not included in this rating and any attack of this nature should instead be considered as aAHigh{ threat.

Recent Exploit Scripts/Techniques

The table below contains a representative sample of exploit scripts and How to Guides, identified between June
30 and July 13, 2000, listed by date of script, script names, script description, and comments. Itemslisted in
boldface/red (if any) are attack scripts/techniquesfor which vendors, security vulnerability listservs, or
Computer Emergency Response Teams (CERTS) have not published workarounds or patches, or

which represent scriptsthat hacker s/crackersare utilizing. During this period, 42 scripts, programs, and
net-news messages containing holes or exploits were identified.

Date of Script
(Reverse Chronological
Order) Script name Script Description

July 13, 2000 Excel2000-exec.txt Exploit technique for the Excel 2000 vulnerability.

July 13, 2000 Nmapnt Windows NT customizable port, which has the ahility to perform
stealth scans, ping scans, UDP scans, OS detection, and many
other types of scans.

July 12, 2000 Bbscan.c Big Brother Scanner scans for /cgi-bin/bb-hostsvc.sh, which
allows reading of any file on the system running Big Brother up to
version 1.4h.

July 12, 2000 Cain20.EXE Windows 95/98 password recovery tool, which allows easy
recovery of Logon passwords, Share passwords (local and
remote), Screen Saver passwords, Access Database passwords,
DiaUp passwords, Link passwords and any other application
defined password cached in your system or in externa .PWL and
registry files.

July 12, 2000 Fs-071000-5-jws Exploit technique for the Sun Java Web Server vulnerability,

%9 USSR Advisory Code, USSR-2000048, July 4, 2000.
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Date of Script
(Reverse Chronological
Order)

Script name

Script Description

which allows aremote malicious user to execute arbitrary
commands.

July 12, 2000

Httptunnel-3.0.3.tar.gz

Httptunnel creates a bi-directional data channel through an HTTP
proxy, from your isolated computer behind arestrictive firewall, to
asystem on the Internet to which you have access.

July 12, 2000

Sara-3.1.4.tar.gz

A security analysis tool based on the SATAN model.

July 12, 2000

Vxd.txt

Article that explains the basics of Windows 9x kernel module
development and contains the full source of a VXD based
loadable kernel module (LKM) named Burning Chrome, which
captures TCP and dialup traffic and e-mails captured passwords.
It isvirtualy undetectable with standard Windows tools.

July 11, 2000

Cgichk_2.31.tar.gz

Web vulnerahility scanner, which automatically searchesfor a
series of interesting directories and files on agiven site. Instead of
focusing on vulnerable CGI scripts, it looks for interesting and/or
hidden directories such aslogs, testing, secret, scripts, stats,
restricted, code, robots.txt, etc.

July 11, 2000

Dad.txt

Default password list, which contains 820 default passwords, last
updated July 10, 2000. Includes default passwords for BIOSes,
hundreds of network devices, applications, Unix, VMS,
HP2000/3000, 0S/400, CMS, PBX systems, Windows NT,
Novell, Oracle, and many more.

July 11, 2000

L abs49.txt

Perl exploit script for the remote DoS vulnerability in WircSrv
IRC Server v5.07s.

July 11, 2000

Mimedefang-0.3.tar.gz

A flexible MIME e-mail scanner designed to protect Windows
clientsfrom viruses. It workswith Sendmail 8.10 and will alter or
delete various parts of a MIME message according to aflexible
configuration file, making it much more flexible than procmail-
based approaches.

July 11, 2000

Nscan0666b12f.zip

NScan isavery fast portscanner for Windows (up to 200 ports per
second) for both hosts and large networks with numerous
features: it scans not only address ranges, but also files with host
lists (e.g., proxy list, domain zone or old log), writeslogs at the
different detail levels, has speed limits, pre-defined service sets,
€tC.

July 11, 2000

Saint-2.1.1.tar.gz

A security assessment tool based on SATAN.

July 11, 2000

Wftpd241.txt

Perl exploit script for WFTPD and WFTPD Pro 2.41 RC10 DoS
vulnerahility.

July 10, 2000

Nessus-1.0.3.tar.gz

Free, up-to-date, and full festured remote security scanner for
Linux, BSD, Solaris and some other systems. It is multithreaded,
plugin-based, has anice GTK interface, and currently performs
over 330 remote security checks. It has powerful reporting
capabilities (HTML, LaTeX, ASCI| text) and not only points out
problems, but also suggests a solution for each of them.

July 10, 2000

Segment.c

ELF binary segment probe will search an executable or core dump
for astring, giving you its exact location in the memory, its
segment location, offset in segment and segmentstype. Very
useful for finding offsets for explaits.

July 10, 2000

Wircsrvdos.pl

Perl exploit script for the WircSrv IRC Server Character Flood
Denial of Service vulnerahility.

July 9, 2000

Wuftpd-god.

Fixed version of the wu-ftpd 2.6.0 explait.

July 7, 2000

Wftpd.pl

Perl exploit script for the WFTPD Denial of Service vulnerability.

July 6, 2000

NIPC CyberNotes #2000-14

Defaultpasswords.txt

Default Passwords for many network switches and devices.
Includes many 3Com products, ACC, AcceleratedDSL, ADC,
Alteon, Arrowpoint, AT& T, AX1S200, Bay routers and switches,
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Date of Script
(Reverse Chronological
Order)

Script name

Script Description

DLink, Flowpoint, Jetform_design, Lantronics, Linksys,
Livingston, Microplex, Motorola, Netopia, Netprint,
Orbitor_console, Osicom, Shiva, SpeedstreamDSL,
UClinux_for_UCsimm, Webramp, Xylan, Zyxel, and more.

July 6, 2000

NSS 2000prel2.tar.gz

Narrow Security Scanner 2000 (Unix / Perl) searches for 540
remote vulnerabilities. Updated frequently for the newest
vulnerabilities. Tested on RedHat, FreeBSD, and OpenBSD,
Slackware, and SuSE.

July 6, 2000

Sirc.tar.gz

Patches and instructions, which alow you to run BitchX ina
chrooted environment.

July 6, 2000

Sygate.c

Exploit script for the SyGate Denial of Service vulnerability.

July 5, 2000

Dumpr azor passwd.c

Exploit script for the Visible Systems Razor Password File
vulnerahility.

July 5, 2000

Passwd_rz.pl

Exploit script for the Visible Systems Razor Password File
vulnerability.

July 5, 2000

Sara-3.1.3.tar.gz

A security analysis tool based on the SATAN model.

July 5, 2000

Ssh-1.2.30.tar.gz

SSH (Secure Shell) is aprogram to log into another computer
over anetwork, to execute commands in a remote machine, and
to move files from one machine to another, providing strong
authentication and a secure communications over insecure
channels.

July 5, 2000

Vetescan-7-4-2000.tgz

A bulk vulnerability scanner containing programs to scan
Windows NT and Unix systems for the latest Trojans/remote
exploits, a scanner for the vulnerabilities of single hosts (with or
without host checking), atool for scanning multiple hosts, a
scanner for class A/B/C networks, and fixes for various
vulnerabilities.

July 4, 2000

Ethereal-0.8.10.tar.gz

Ethereal isa GTK+-based network protocol analyzer, or sniffer,
that lets you capture and interactively browse the contents of
network frames.

July 3, 2000

Getenv.pl

Perl script which alows you to find buffer overflowsin a Unix
binary by finding getenv() calls.

July 3, 2000

iMeshexp.zip

iMesh VV1.02 Beta build 117 remote exploit for Windows 98.
Exploits abuffer overflow to download afile from a given URL
and executes it on the remote host.

July 3, 2000

Vsl-7-4-2000.tgz

A shdll script which checkslocal Unix security, including
checking for rootkits, log permissions, home/root directory
accessibility, inetd services, /etc/security, SUID/SGID files, world-
writable files, unowned files, .rhosts, and cracks passwd/shadow.

July 3, 2000

Winl_troj.zip

A WinLogon password grabber which records every user:s
password asthey login.

July 2, 2000

Canna-remote.c

Exploit script for the Canna Remote Buffer Overflow
vulnerahility.

July 1, 2000

Cpd.c

CheckPoint IP firewall crashes when it detects packets coming
from adifferent MAC with the same | P address asitself.

July 1, 2000

JRunremotexploit.tgz

JRun 2.3 remote buffer overflow exploit, which runsashell on
the port where the JRun webserver daemon is running.

July 1, 2000

Proftpx.c

ProFTPD 1.2pre4 remote buffer overflow exploit.

July 1, 2000

Susel ocaltmpxploit.c

SuSe 6.1 through 6.4 local exploait.

July 1, 2000

Xnapster.c

Gnapster 1.3.8 and Knapster 0.9 remote view file exploit.

June 30, 2000

NIPC CyberNotes #2000-14

Ngrep-1.38.tar.gz

A powerful network sniffing tool which strivesto provide most of
GNU grep-s common features, applying them to all network
traffic. Ngrep isan pcap-awaretool that will alow you to specify
extended regular expressions to match against data payloads of
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Date of Script
(Reverse Chronological
Order) Script name Script Description
Ethernet, PPP, SLIP and null interfaces, and understands bpf filter
logic in the same fashion as more common packet sniffing tools,
such as tcpdump and snoop.
June 30, 2000 vchkpw.c Exploit script for the Vpopmail Format String vulnerability.

Script Analysis

When available, this section will supply a short description of scripts that have been analyzed by various security professionals
and organizations. We encourage you or your organization to contribute. If you wish to do so, please send e-mail to
nipc@fbi.gov with the subject line ACyberNotes Script Analysis.i While space congtraints may limit the length
of descriptionsincluded in this document, contributors are requested to include a full technical analysis of the script
along with release instructions. The release categories are: rel easable to anyone; limited releasability (originator-
defined list of organizations); or provided for NIPC only. A member of the CyberNotes editorial team will contact
you. All contributionswill be credited to the contributing individual or organization unless otherwise requested.

No scripts were submitted during the two-week period covered by thisissue of CyberNotes.

Trends

DDoS/DoS:
A steady number of reports of intruders using nameservers to execute packet-flooding Denial of Service
attack.

Probes/Scans:

Anincrease in scans on port 21 (when WuFTPD 2.5.0 was shown vulnerable).

An increase to port 543/tcp (Kerberos authenticated services buffer overflow vulnerability).

A continuation of scansto port 109 (pop2 explait).

A continuation of probesto UDP Port 137 (NetBIOS Name Service).

Additional discussion concerning the AMDROCKS BIND exploit.

Increasing reports of scans to known Trojan ports. System administrators should consult their intrusion
detection system and firewall logs for unusual port scans.

Other:

Anincreasein sitesbeing probed or root compromised related to input validation vulnerabilitiesin
many FTP databases.

Administratorsdon:=t change temporary passwor ds, allowing anyone to access the equipment with
elevated rights. For alist of default passwords, sorted by product, read the Securiteam advisory

ADefault passwor ds sometimes stay for good@ located at:
http://www.securiteam.com/securitynews/Default passwords sometimes stay for good.html

There have been anumber of recent malicious programs expl oiting the default behavior of Windows
operating systems to hide file extensions from the user. This behavior can be used to trick usersinto
executing malicious code by making afile appear to be something it isnot. Multiple e-mail-borne viruses
are known to exploit the fact that Microsoft Windows operating systems hide certain file extensions.
Continuing compromises of systems running various vulnerable versions of BIND (including machines
where the system administrator does not realize a DNS server is running).
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CERT has published several advisories concerning AWebpage Defacements on 11S Serversi and has
posted two new server configuration guides. The ASecuring Network Serversi guide can be found at
http://www.cer t.or g/secur ity-impr ovements/modulessm10.html. The ASecuring Public Web Serversf can be found
at http://www.cert.or g/security-improvementsmodulessm11.html.

A steady number of reports of intruders exploiting unprotected Windows networking shares.

Reports indicate domain name registration information continues to be malicioudly altered, including point
of contact information for domain names, | P address delegations, and autonomous system numbers.

Viruses

A list of virusesinfecting two or more sites as reported to various anti-virus vendors has been categorized in
the table below. For the purposes of collecting and collating data, infections involving multiple systems at a
singlelocation are considered a single infection. It istherefore possible that a virus has infected hundreds of
machines but has only been counted once. With the number of viruses that appear each month, it is possible
that a new virus will become widely distributed before the next edition of this publication. To limit the
possibility of infection, readersarereminded to update their anti-virus packages as soon as updates
become available. Thetableslist the viruses by: ranking (number of sites affected), common virus name, type
of virus (i.e., boot, file, macro, multi-partite, script), trends (based on number of infections reported during the
latest three months), and approximate date first found. During this month, a number of anti-virus vendors have
included information on Trojan Horses and Worms. These types of malicious code will now be included in the
table where appropriate. Following this table are write-ups of new viruses and updated versions discovered in
the last two weeks. At times, viruses may contain names or content that may be considered offensive.

Note: Virusreporting may be weeks behind the first discovery of infection. A total of 206 distinct viruses are
currently considered Ain the wildi by anti-virus experts, with another 535 viruses suspected. Aln the wild@
viruses have been reported to anti-virus vendors by their clients and have infected user machines. The
additional suspected number is derived from reports by a single source.

Common
Ranking Name Type of Code Trends Date
1 VBS/Kakworm Script Slight Increase December 1999
2 W32/SKA File Slight Increase March 1999
3 VBS.Stages Script New to Table June 2000
4 W97M Marker Macro Slight Increase August 1998
5 VBS/Lovel etter Script Increase May 2000
6 W97M Class Macro Return to table September 1998
7 W95 CIH File Decrease April 1999
8 W97M MelissaA-BG Macro Increase April 1999
9 W32 PrettyPark File Decrease June 1999
10 W97M Ethan.A Macro Steady February 1999

VBS/Cod-A (Aliases: Crayon of Doom) (Visual Basic Script Worm): Thisis an e-mail-aware worm which
uses Microsoft Outlook and miRC or PIRCH IRC (Internet Relay Chat) clientsto spread itself. If the worm
arrivesin an e-mail, the message with the worm attachment will have the subject: "Hey whats up, Important! .
The message body contains the text "Hey | attached alist for you to this e-mail take alook at it and tell me what
you think.)' The attached fileis called "Pornlist.doc,@ and is aWord 6/95 document. If the attached fileis
opened, an icon similar to a GIF fileicon is displayed. Double-clicking on thisicon does not display a GIF but
instead drops a VBSfile onto the hard drive, which isthen run. The VBSfile copiesitself and the Word
document to all local and mapped network drives. The worm checksto seeif the directories CAMIRC or
C:\PIRCH98 exigt, and if they do, creates script files called C:\MIRC\SCRIPT.INI and
C:\PIRCH98\EVENTS.INI respectively. These scripts attempt to send the infected Pornlist.doc to other
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Internet Relay Chat users. The virus makes changes to the Windows registry and the Windows initiaization
filesWIN.INI and SY STEM.INI so that the worm runs automatically on Windows start-up.

VBS/Jer-A (Visual Basic Script Worm): Thisworm attempts to use mIRC (Internet Relay Chat) and
Outlook to spread itself. The viral script is contained in an HTML file; when the script attempts to send itself
out, it doesso asan HTML file. Originally posted on awebsite, the script needs the user to run it from within
the webpage. Onceit hasrun, it will edit the registry and ater the machines>Policies settings. Dueto bugsin
the code, only the mIRC replication method will work.

W32/Weird.10240.A (Windows virus (32-bit, PE - Portable Executable type): Thisvirusisresident,
encrypted and contains functions that allow it to access the infected system remotely from another computer.
Inserting the viral code at the end of thefile being infected carries out infection. At regular intervalsit looks for
filesin the entire hard disk in order to infect them. Among the actions carried out by W32/Weird.10240.A, the
infection of the Windows Explorer EXPLORER.EXE file and the modification of the WININIT.INI file can be
highlighted.

W95/Beast.41472.A (Macro/Hybrid Virus): Thisisahybrid virus that can also be classed as a macro virus
because it affects Microsoft Word documents. It isalso aWindows 95 virus asit infects viaits Windows
component. The virus spreads using previously infected Word documents. When the virusis executed, it
creates a hidden window called 3BEPD, resets a counter to zero and starts to count. Next, it checksto seeif
there are any DOC documents and infects any that are open, including the original macro, and inserts the
Windows 95 virus as an embedded OL E object.

WM97/Class-EX (Word 97 Macro Virus): Thisvirusisavariant of WM97/Class. The virustriggerson
14th of the month, from June to December. When a document is opened on one of these daysthe virus prints a
message telling the user that heis"a big stupid jerk.g

WM 97/0Opey-AE (Word 97 Macro Virus): On the 22nd day of any month of any year after 2000, the virus
will add some linesto >C:\AUTOEXEC.BAT: which displays the text "Happy KRF Day 12-22!" and "from:
Young KIM (PLM) 1999-2000" when the PC boots. The user will then have to press the space bar to continue
loading Windows. The viruswill change the file properties to include:

Author: Young Kim

Title RIA
It will also change the user information to include:

UserName: Y oung Kim

The virus hides the>Macro= and >Options: on the >Tools menu in Word in an attempt to avoid detection.

WM97/Marker-AL (Word 97 Macro Virus): Thisvirusisavariant of the WM97/Marker Word macro
virus. If the date is between the 20th and 31st October the virus changes the Word caption to "Happy Birthday
Shankar-25 July. The world may Forget but not me" and displays a message box:

"Did Y ou Wish Ahmed Khan on his Birthday ?'
If the user selects"Yes' the following message is displayed:

"Thank You! | Love You. You arewonderfull."
If the user answers "No" the following message is displayed:

"You are Heart Less. Y ou Will Be Punished For This'

WM97/Marker-EF (Word 97 Macro Virus): Thisvirusisavariant of the WM97/Marker Word
macro virus. Upon closing an infected document the virus attempts to delete all DOC and DOT filesin the
Microsoft Office startup directory. The virus changes the following settings within Word:

Usernameis set to TJ 2000

Userinitialsis set to TIY 2K

Useraddress is set to TJ780611@T hePentagon.Com
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WM97/Marker-ER (Word 97 Macro Virus): Thisvirusisavariant of the WM97/Marker virus.
On any Wednesday when an infected file is closed the virus minimizes the document and proceeds to change
the case of al letters.

WM97/Marker-EQ (Aliases: Marker-El) (Word 97 Macro Virus): Thisvirusisavariant of the
WM97/Marker Word macro virus. Thereisalin 3 chance that the virus will change the file properties as
follows: Title: Ethan Frome; Author: EW/LN/CB; Keywords: Ethan.

WM97/Thursd-AJ (Word 97 Macro Virus): Thisvirusisavariant of the WM97/Thursday Word macro
virus. However, dl the payloads of this virus have been removed.

Trojans

Trojans have become increasingly popular as ameans of obtaining unauthorized access to computer systems.
The increasing number of Trojans gains added significance due to recent testing conducted to determine the
ability of anti-virus software to detect Trojans. According to the test results, anumber of popular anti-virus
products failed to detect or had limited detection capabilities against current popular Trojans. Testing also
indicates that detection of a baseline Trojan does not necessarily mean the anti-virus software can detect a
variant. Readers should contact their anti-virus vendors to obtain specific information on Trojans and their
variants that their software detects.

The following table provides the reader with alist of Trojans that have received write-upsin CyberNotes. This
table includes Trojans discussed in the last four months, starting with CyberNotes #2000-07, and will be
updated on acumulative basis. Trojansthat are covered in the current issue of CyberNotesare listed in
boldface/red. Following this table are write-ups of new Trojans and updated versions discovered in the last
two weeks. NOTE: At times, Trojans may contain names or content that may be considered offensive.

Trojan | ssue discussed
Version
Acid Shiver + Imacid v1.0+1.0Mod CyberNotes-2000-07
Asylum + Mini v0.1,0.1.1,0.1.2,0.1.3+ 1.0, CyberNotes-2000-10
11 (CyberNotes 2000-12)
AttackFTP CyberNotes-2000-10
BF Evolution v5.3.12 CyberNotes-2000-10
BioNet v0.84-0.92+2.2.1 CyberNotes-2000-09
(CyberNotes 2000-12)
Bla 1.0-5.02, v1.0-5.03 CyberNotes 2000-09
Bobo v1.0-2.0 CyberNotes-2000-09
Drat v1.0-3.0b CyberNotes-2000-09
GIP CyberNotes-2000-11
Golden Retreiver v1l.1b CyberNotes-2000-10
ICQ PWS CyberNotes-2000-11
ik97 v1.2 CyberNotes-2000-07
InCommand 1.0-14,15 CyberNotes-2000-09
Infector v1.0-1.42,v1.3 CyberNotes-2000-09,
CyberNotes-2000-07
iniKiller v1.2-3.2,32Pro CyberNotes-2000-09,
CyberNotes-2000-10
Kaos v11-1.3 CyberNotes-2000-10
Khe Sanh v2.0 CyberNotes-2000-10
Magic Horse CyberNotes-2000-10

NIPC CyberNotes #2000-14

Page 17 of 1 07/17/2000




Trojan | ssue discussed
Version
Matrix 1.4-2.0,1.0-2.0 CyberNotes-2000-09
Naebi v2.12 - 2.39, v2.40 CyberNotes-2000-09
(CyberNotes 2000-12)
NetController v1.08 CyberNotes-2000-07
NetSphere v1.0-1.31337 CyberNotes-2000-09
Nirvana/ VisuaKiller v1.94-1.95 CyberNotes-2000-07
NoDesk Current I'ssue
Omega CyberNotes 2000-12
Phaze Zero v10b+1.1 CyberNotes-2000-09
Prayer v12-15 CyberNotes-2000-09
Prosiak beta- 0.65B 0.70 b5 CyberNotes-2000-09
(CyberNotes 2000-12)
Revenger 1.0-15 CyberNotes 2000-12
Serbian Badman CyberNotes 2000-12
ShitHeap CyberNotes-2000-09
Snid 1-2 CyberNotes 2000-12
SubSeven V1.0-1.9b, v2.1+SubSteal th, CyberNotes-2000-07
v2.2bl

Troj/Simpsons CyberNotes-2000-13
Troj_Dilber Current Issue
W32.Nuker.C Current I'ssue
Win.Unabomber Current I'ssue
WinCrash Beta CyberNotes-2000-12
Winkiller CyberNotes 2000-12

Troj_Dilber (Aliases: DILBER): When this Trojan is run, it drops two filesin the Windows directory:
Setup_.exe and Sendmail.vbs. Thefirst fileis an exact copy of itself. The second fileisused by the Trojan to
replicate viae-mail.

The Trojan modifies the file win.ini by adding the following line: run=C:\WINDOWS\setup_.exe to ensure the
Trojan isrun each time Windows starts. The Trojan also adds an entry to the following Windows
registries: HKEY _CURRENT_USER\Software\Microsoft\Windows\ CurrentVersion\Run

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\
CurrentVersion\Run

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\
CurrentVersion\RunServices

HKEY_USERS\DEFAUL T\Software\Mi crosoft\Windows\
CurrentVersion\Run

In each of the above registries, the Trojan adds an entry with avalue of: "Unchained Infection,f and with a Data
field: "C:\WINDOWS\setup_.exe.f Thisalowsthe Trojan to stay resident in memory.

NoDesk: ThisisaTrojan distributed under the disguise of a utility (INFO2000.EXE), which is supposed to

update the Windows desktop in order to makeit Y 2K compliant. Upon being run, a program appears that
takes charge of unzipping the real Trojan. The Trojan then makes certain modifications to the
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Windows Registry that impede the user from accessing the Desktop.

W32.Nuker.C: A Trojan horse used to attack remote computers viaa TCP/IP (Internet Protocol)
connection. It arrivesto the victim computer as afile called "TERROR.EXE" and it crashes any system
running under Windows.

Win.Unabomber: ThisisaWindows Trojan horse that sends multiple copies of an e-mail message to the
same recipient. At the sametime, it hides the sender=s name so that the messages cannot be traced. This
Trojan spreads through the usual means common to most viruses (CD-ROMs, networks, e-mail messages with
attached infected files, etc). It can be used to harass other users and can also cause loss of important data.
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