DEPARTMENT OF JUSTICE
UNITED STATES ATTORNEY'’S OFFICE
NORTHERN DISTRICT OF INDIANA

5400 Federal Plaza
Suite 1500
Hammond, IN 46320

Anti-Terrorism Advisory Council

NEWSLETTER
HOMELAND SECURITY _ IT”"_E"T_"’E’:"“'.T'D"_ ~
ADVISORY SYSTEM LSV AN L)
SIGMNIFICANT RISK OF TERRORIST ATTACH
Volume 08, Issue 03 Date: 08.18.04

Open Source News reporting Summary: This collectiohopen source information is
offered for informational purposes only. It is npand should not be, construed as
official evaluated intelligence.

TV crew testing terror defense is caught

Arlene Thomas grew suspicious when two men withadtgtate drivers licenses and a large wad of cash
came into her Sauget helicopter hangar Wednesdayimgoand said they wanted to see St. Louis
landmarks from the sky.. "I'm absolutely outrageat NBC News is out here trying to create newsetath
than report news," McDaniel said after meeting widimbers of the Transportation Security
Administration. "This clearly scared the hell ofiadot of folks and wasted a lot of valuable rases,

tying up emergency forces, and all of it was ehtitsinecessary. "If they wanted to learn about 88cu
we'd have been happy to take them on a ride anal Bbw it works," McDaniel said. Thomas said an
apology was in order from NBC to her and everyohe was involved.

Full story:
http://www.stltoday.com/stltoday/news/stories.ns&iié/Metro+East/story/44C3352B49126C5386256 EEF
00160B3A?0penDocument&Headline=TV+crew-+testingerdefense+is+caught

ANALYSIS:

Aside from various opinions on the wisdom of NBGistions, the effective and timely reaction of the
helicopter company employees indicates a heightea@dreness and appropriate training that led to a
homeland security success story in this incident.

Dozens' of suspected Afghan trained Al Qaeda opelges in
Germany

German news magazif@cus on 15 August reports that, according to the GerRederal Criminal Police
(BKA), an estimated 30 -- 50 Afghan-trained al Qaegeratives are presently believed to be on German
soil, posing a “potential threat.” Speaking to alipamentary committee, BKA chief Jorg Ziercke sththat
these operatives are believed to have undergoimingan the “infamous” al Qaeda training camps in
Afghanistan, although under present law this féameis “not enough” to intervene against them. @l
Focus states, it is unclear how many suspected Islagniotiists are presently living in Germany, with
some sources putting the figure as high as 300aiav Interior Minister Guinther Beckstein (CShBs

been pushing for months for German law to be chdbg@ermit the expulsion of any individuals
suspected of having undergone training in al Q@adaps.

ANALYSIS:

It's not so muctwhat folks don’t knowthat’s the problem.
It's thatthey know too much... that ain’t so.. that’s the problem!



Germany has become a potentially agreeable locttiasieeper cells as it has become steadily more
diverse, populated, and cosmopolitan, much likefeEuropean nations such as France and England.
Prior to the 2001 terrorist attacks, Germany unkingly hosted some of the would-be hijackers. Upon
learning of those circumstances the nation tookisesteps to both promote awareness and inhance
security through various methods, including pastmg specifically tied to terrorism and conducting
security sweeps which have resulted in some arrests

New strains and new rules for Agents along Mexicahorder

The thick scrub along the Rio Grande in McAllenxTevithin shouting
distance of Reynosa, Mexico, is strewn with disedrHits of clothing and
black trash bags used as flotation devices, remarafrtountless trips across
the river by illegal immigrants. Sometimes the evide is fresher - like a
damp-haired Candida Mercedes Melendez Castillofr@B) Chinandega,
Nicaragua, who popped out of the brush the othgrmtlaoon just as the
United States Border Patrol was passing through aviteporter in tow. "l am
not a bad person," Ms. Castillo said in a quavevinige, claiming that her

' = trip to find work had taken her seven days and shathad crossed the river
alone, with no help Now in addition to trackinggal immigrants and drug smugglers, using weapsns
varied as night-vision cameras and horseback gatited agents are particularly on terrorism waachigh-
stakes mission, officials say, given the huge itaffegal and illegal - from Mexico.

Full story: http://www.nytimes.com/2004/08/12/national/12bortanl?th

Related reporting:
U.S. to Give Border Patrol Agents the Power to Depblllegal Aliens
http://www.nytimes.com/2004/08/11/politics/1 1imntitmI?th

lllegals from terrorist nations are crossing the baoder into
Arizona.

The stories are compelling and the evidence i$ffeiging, and just this week, Colorado Congressiman T
Tancredo released a report showing that the proldeworse than anyone thought. "It's a Muslim praye
blanket. It was found about a mile and a half viwsh the Douglas port of entry in 2001." In justeo
hour, during a stake-out along the border betweetglas and b\Bisbee, The Investigators count 198
illegals in five different groups crossing into tdeS. with no resistance. We've all heard of th®.U.
government's Terror Watch List: countries flaggedduse Americans are endangered by their citizens,
regularly, illegals from those countries are cnogshe Arizona border, blending in with groups ofitan
and South American illegal immigrants.

Full story: http://kvoa.com/Global/story.asp?S=2172749

Related reporting:
Arab terrorists 'are getting into the US over Mexian border'
http://www.telegraph.co.uk/news/main.jhtml|?xml=/reg2004/08/15/wmex15.xml

Connecting the South American terror dots

Since the early 1980’s, Arab terrorists have besling thousands of their cohorts to the almost
inaccessible jungle and mountain region betweeniBrargentina, and Paraguay (known as the TBA; Tri
Border Area ota Triple Frontera). Terror training camps and arsenals have beablesied, virtually out
of the reach of local law enforcement or defenseds; and elements from Hezbollah, al-Gama’a al-
Islamiyya, Islamic Jihad, al-Qaeda, Hamas, and_#@imnese Drug mafia operate in partnership, fraety
openly in conjunction with local organized crimedarorrupt government officials.

Full story: http://frontpagemag.com/Articles/ReadArticle.asp21B557

It's not so muctwhat folks don’t knowthat’s the problem.
It's thatthey know too much... that ain’t so.. that’s the problem!



‘A lot' of Canadians in al-Qaeda

"A lot" of Canadians trained at al-Qaeda campsfighanistan and some still live freely in Canada,
Abdurahman Khadr testified at a court hearing attvie revealed chilling new details about Canadian
terror suspects and his father's ties to Osamadiien's training camps.

Mr. Khadr, a 21-year-old Toronto man who underwgeapons and explosives training at four camps in
Afghanistan, said in testimony made public yestettiat he had given CIA agents the names of several
Canadians who trained at camps such as Khalden.

Full story: http://www.canada.com/national/nationalpost/nevesyshtml?id=a7265c81-d71a-4c37-8a49-
7b041d29156d

Related reporting:

Al-Qaeda ‘chief' came to Canada

Older sister lives here, other family members reyglied to emigrate
http://www.canada.com/national/nationalpost/nevesyshtml|?id=406e631f-6¢cf1-42e0-958a-
b48eb541e600

FBI says al-Qaida operating cells in U.S., using meArabs

Al-Qaida allies are believed to be scouting U.8&jdts in several states, and the terror organizagiosing
non-Arabic recruits to avoid detection, U.S. lavioecement and intelligence officials say.The FB$ ha
counterterrorism investigations in virtually all 66its field offices but has not broken up a known
surveillance cell, either because agents are gadlirspects who have not committed crimes or bedhage
have descriptions but not identities. It is uncleaw many al-Qaida scouts are in the United Statds
FBI has their eye on or has opened several huridvedtigations of people sympathetic to or supperti
of" al-Qaida, Homeland Security Secretary Tom Riggiel. "If we knew somebody was here as an
operative - and we knew who they were or where thene - they wouldn't be on the street.”

Full story: http://www.azcentral.com/news/articles/0816al-gailatml

Al-Qaeda, militants turn to crime to fund terrorism

Members of Osama bin Laden's al-Qaeda and oth@antd are turning increasingly to crime — from
dealing drugs to selling knockoff shampoos andtpittaCDs — to pay for attacks amid a crackdown en th
movement of terrorist funds through world banksusigy officials told The Associated Press. "Tregsu
efforts have made it harder and costlier for testayroups like al-Qaeda to move and raise mordp|ty
Millerwise, a department spokeswoman, told the ‘Afwever, as we strengthen our defenses against
financial crimes and better safeguard the finarsgator, al-Qaeda and like-minded groups will regor
other means — such as petty crime, drug traffickind commodities fraud — to raise and move money.'
Instead of relying on outside funding, these cédélpend increasingly on their own community soltwtas,
tapping local charities, conducting small busingssrations and often engaging in petty crime, atiogr

to a report submitted to the U.N. Security Couatithe end of 2002.

Full story: http://www.usatoday.com/news/world/2004-08-12-attggerime_x.htm

US sources link Jammat to drugs, guns, terror

While the Yasin Abu Bakr-led group of Muslim extrists, the Jamaat-al-Muslimeen, has benefited from
the stumblings of the local security forces, UShatities have tied gun-running operations in Flarahd
drug-related laundered funds in Connecticut badkdd Mucurapo Road in Trinidad. US sources,
speaking on condition of strict anonymity, last wéald the Sunday Express of US-gathered evidence,
including testimony from a senior member of the Mapo-based group, linking laundered drug funds and
gun-smuggling activities in the United States t&mBaMuslimeen organisation, which launched a vible
assault against the NAR [National Alliance for Restouction] government in July 1990.

Full story: http://www.ds-osac.org/view.cfm?key=7E43544B4257#ty2B170C1E0A3AQF162820

It's not so muctwhat folks don’t knowthat’s the problem.
It's thatthey know too much... that ain’t so.. that’s the problem!



al-Qaida stays connected in number of ways

If Osama bin Laden is directing plans for an attagkhe United States -- as Washington intelligence
officials suspect -- his instructions are likelyn@iang out of the craggy mountains between Afghanistad
Pakistan on the back of a donkey or under the sh&ah unassuming-looking villager. They don't use
satellite or cellular phones, don't trust anyontside their innermost circle and never come ugafor
Messages from the men likely pass through the hahdsny couriers, most of whom have no idea where
they originated, before they are turned into e-snailconveyed by phone calls to other militantblii

Laden wants to convey something, he gives a l&itsomeone in his circle, who takes it a certagtadice
and then hands it to someone else, and then sone¢smantil it reaches its final destination. Noypod
knows who the letter is from except the first parsdio is one of bin Laden's most trusted men"

Full story: http://www.chicagotribune.com/news/nationworld/ssbin-laden-in-charge.story

US Pensions Bankrolling Terrorists, Think Tank Alleges

Average Americans are unknowingly funding terrorigmough investments made by their public pension
systems in companies that do business in terrgpishsoring nations, according to a new report ts$ye
the Center for Security Policy in Washington, DI®e report, entitled, "Terrorism Investments of e
States" reveals that these pension systems invé§tli companies that do $73 billion worth of busge
with designated terrorist regimes. The countrietuished in the report are Iran, Libya, Sudan, Sgrid

North Korea. The former Iraqgi regime of Saddam teussvas also featured in the report. Americans
cannot win the war against terrorism "unless artd we cut off the billions of dollars flowing teetrorist-
sponsoring regimes from America's state pensiodsun”.

Full story:
http://www.cnsnews.com/ViewNation.asp?Page=%5C N étsCarchive%5C200408%5CNAT20040812b
.html

Also visit:

http://www.divestterror.org/

Cyberspace gives Al Qaeda refuge

Driven underground, the terrorist network has learned to exploit the Internet as it recasts itself irg
a more elusive, self-perpetuating form

In December, Al Qaeda operatives posted a manitestbe Internet calling for attacks inside cowesri
allied with the United States in Iraq. Spain, wéthctions approaching, was singled out as a ta@yet.
March 11, terrorists set off bombs on four commur@ins in Madrid and killed 191 people. Three days
later, Spanish voters replaced the pro-war govenhmvéh a party whose leader had promised to walkdr
the country's 1,300 troops from Iraq. The postifithe strategy and the timing of the Madrid bomlsing
shocked even the most hardened Al Qaeda watchmgsthe when they reviewed the little-known
manifesto. "It's quite extraordinary in that yowéa group of people ... talking about influencing a
political process and then having it happen," Si@dsama bin Laden and his followers were driven from
their bases in Afghanistan, the Al Qaeda terrarittvork has demonstrated an increasing abilitypdoet
the Internet as it reconfigures itself as a semilégless global extremist movement far more elusian
the original incarnation. Websites run by Al Qaedd its backers have become virtual classrooms for
terrorists

Full story: http://www.latimes.com/technology/la-fg-cybertert6aug15,1,7151729.story?coll=la-
headlines-technology

N.J. warns hospitals of terror threat

Medical centers put up their guard after being thily could be hit soon after an attack. Countentsm
officials have warned New Jersey hospitals thay themselves could become targets of terroristsen
minutes after a large-scale attack. By becomingdsedary targets," the hospitals would be crippled o

It's not so muctwhat folks don’t knowthat’s the problem.
It's thatthey know too much... that ain’t so.. that’s the problem!



rendered unable to treat victims of an earliercattdhe warning, communicated through the state
Department of Health and Senior Services, has dausay hospitals to change the way they are doing
business. In addition to their primary mission afient care, they are being forced to devise plans
protect their facilities and supplies, includingapimaceuticals. "Hospitals have been asked to ingptio®ir
security, preparedness, and to test and drill,"

Full story: http://www.nj.com/news/ledger/index.ssf?/base/n&®&:092214752304720.xml

Kosovo's Albanians wait activation order for terrorist attacks
during Olympics

Islamic radical organizations completed the prefpama for terrorist attacks during the Olympic Ganire
Athens. They wait for activation order of the Al&€ga leadership in Iran to conduct the attacks, US
newspaper "Defense & Foreign Affairs" said. Thedest group is comprised of Albanians, Syrians,
including well-trained terrorists from other natidities. There is a well-developed terror netwark i
Turkey, Bulgaria, Greece, Macedonia, Serbia-Morgemetaly and Germany, the US paper said.
According to the paper, he was involved in illeyable with cigarettes, oil, oil derivatives, autdites,
drug and people, across the Balkan, includingehétadry of Macedonia.

Full story: http://www.realitymacedonia.org.mk/web/news_page?agd=3533

Al Qaeda hit squads to kill UK leaders: report

Al-Qaeda hit squads are planning to assassinatisiBpoliticians and other international leadensely
linked with US President George Bush, according Rakistani intelligence source. These targetdiddd
were planned to be carried out simultaneouslyrnm@ber of countries. Terror suspects being held in
Pakistan have told their captors that the orderghiie campaign of political assassinations camectly
from Osama bin Laden, the report said. "Osama vas ghe go-ahead to target important places and
personalities in the US, UK and Pakistan."

Full story: http://www.hinduonnet.com/thehindu/holnus/00320QUAM1 1 .htm

Related reporting:

JI has new leaders, may be plotting fresh attacks
http://www.ds-osac.org/view.cfm?key=7E43544040518ty2B170C1E0A3AO0F162820

Jema'ah shifting to assassinations
http://www.abs-cbnnews.com/NewsStory.aspx?secti@aetines&0id=56726

Pakistan holds up to 11 in assassination bid on PMesignate Aziz
http://www.khaleejtimes.com/DisplayArticle.asp?&fidata/subcontinent/2004/August/subcontinent  Augu
st61.xml&section=subcontinent

Iran fighting proxy war against U.S. through Iragi Shiites,
Hizballah

Iran is using the Hizballah and Iraqi Shiites lidke Muqgtada al-Sadr to fight a proxy war agaihstit).S.
in order to strike back against American effortptevent Iran from becoming a nuclear power. |lgjite
militia under the command of Iranian-backed militahSadr launched a major rebellion in the souther
Iraqi city of Najaf nine days ago. Iraqgi officiglave been blaming Iran for stirring up trouble iaj&f.
Several Iranians were detained or arrested recentigqg including a diplomat who was accused of
"stirring up sectarian strife." Iran's connectiorttie Shiite community in Irag goes back decadésagh
not all Iraqi Shiites are pro-lranian. "The Shikaisic revolutionary council was trained and suppdty
Iran for 20 years," After the fall of the regimefofmer Iraqi dictator Saddam Hussein, the Shaetkrs
returned to Iraq to "try to implement the dreananfislamic regime." Al-Sadr's spiritual leader|soaan
Iranian, Ayatollah Khairi. "The IRI [Islamic Republof Iran] is very afraid of being next, after
Afghanistan and Iraq,"

Full story:
http://www.cnsnews.com/ViewForeignBureaus.asp?PE&ForeignBureaus%5Carchive%5C200408%5
CFOR20040813d.html
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Rwanda

x

Troops Airlifted to Start AU Mission in Darfur

i Rwandan troops were airlifted on Sunday to Sudaatur as the first foreign

- force there, mandated to protect observers mongaicease-fire between the
Sudanese government and rebels in the troublecmasigion. The United
Nations calls Darfur the worst humanitarian crisishe world and says 50,000
people have been killed and at least 1 million ntisplaced since two rebel
groups took up arms against the government in Repiast year. Rights groups
and the rebels accuse Khartoum of arming Arabiasliknown as the Janjaweed
- a term derived from the Arabic for "devils on sebback” - to loot and burn
African farming villages as part of a campaign thfnéc cleansing.

Full story: http://wireservice.wired.com/wired/story.asp?seactiBreaking&storyld=907855

Related reporting:

Tread softly in Sudan
http://www.canoe.ca/NewsStand/Columnists/Torontia/Bvlargolis/2004/08/15/583447.html
Algeria, Egypt and Libya ready to send troops to Deur
http://www.sudantribune.com/article.php3?id_artel@&45

F.B.l. goes knocking for political troublemakers

The Federal Bureau of Investigation has been quast] political demonstrators across the countnyg, ia
rare cases even subpoenaing them, in an aggresiiveto forestall what officials say could be Mot

and disruptive protests at the Republican Nati@wivention in New York. F.B.I. officials are urging
agents to canvass their communities for informagibout planned disruptions aimed at the converaiah
other coming political events, and they say theyehdeveloped a list of people who they think mayeha
information about possible violence. They say tiwiiries, which began last month before the Demimcra
convention in Boston, are focused solely on possibiimes, not on dissent, at major political events

Full story: http://www.nytimes.com/2004/08/16/politics/campdiftbi.html?th

Federal official outlines choices for emergency resnders

The nation's "first responders" to emergencies yibrat the process for accessing federal moneyplsidy
homeland security is too cumbersome, but one Hamde®ecurity Department official said separate ¢ffor
to improve preparedness on the frontlines are uwdgr One program through the department's Homeland
Security Advanced Research Project Agency (HSARBAYides funding for private-sector companies to
develop new technologies just for first respondsag] Christopher Doyle, the deputy director of
emergency preparedness and response in the dep#stswence and technology division.

Full story: http://www.govexec.com/dailyfed/0804/081304tdpmih ht

Featured Internet Site

The National Incident Management System (NIMS) Intgration Center

The NIMS Integration Center was established bySberetary of Homeland Security to provide “strategi
direction for and oversight of the National Inciti®anagement System... supporting both routine
maintenance and the continuous refinement of teesyand its components over the long term.”

The NIMS is a comprehensive incident response sysieveloped by Homeland Security at the request of
the President.

http://www.fema.gov/nims/
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