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to an ends, any activity that generates some degree of fear and 
uncertainty provides a partial success for the terrorists. 
 An oft-quoted sound byte which has come out of the “War on 
Terrorism” is the advice to “think outside of the box.” Politicians, 
media experts, academics, and others have repeated this cliché. 
Unfortunately, it is virtually useless. “Outside the box” defines all 
of infinity―minus your “box.” Because terrorists use a wide array of 
deception techniques makes this problem all the more obvious.24

The Ethics of Deception.

 No discussion of the fundamentals of deception would be complete 
without a brief mention of the legal and ethical aspects of the subject. 
As one might expect, there has been considerable disagreement in 
this area for some time. Still, a few basic observations are in order.
 Surprising to many, the specific legal restraints on the use of 
deception are relatively clear and precise. Domestic law imposes few 
restrictions regarding military deception. Unless one tells a falsehood 
while under oath in a court of law or makes a false statement in some 
other setting where they are legally bound to be truthful, domestic 
law does not apply to military deception. As one legal scholar puts 
it, “there is no constitutional principle that says that the President of 
the United States or the Executive Branch must tell the truth.”25 
 International law provides more limitations. Generally speaking, 
the United States recognizes the restrictions established in the Hague 
and Geneva Conventions over the past 140 years. In combination, 
these form the “Laws of Warfare,” recognized by the U.S. military 
and codified by official manuals. In the U.S. Army, this information 
is contained in Field Manual 27-10, The Laws of Land Warfare.26 
 The restrictions placed on “stratagems” or “ruses of war” include 
the prohibition of “treachery or perfidy.” Examples include the false 
use of flags of truce, wearing enemy uniforms or flying enemy colors 
while in combat, masquerading as international aid personnel, or 
using hospitals or other protected sites for military purposes. The 
prohibitions are explicit and specific.27

 When one enters the realm of ethical considerations, one 
encounters the complexities inherent to the justification of deception. 
Unfortunately (or fortunately), lawyers, philosophers, and ethicists 



14

do not always agree as to how one sets out to judge the ethical and 
moral dimensions of the subject. Broadly speaking, two general 
approaches, to such measurement exist. These include the idealist 
and the realist schools. Not everyone agrees how to define these 
approaches and each contains a number of subsets or permutations. 
Nevertheless, a basic distinction is generally accepted by all.
 The idealists make moral and ethical distinctions based on 
an absolute set of standards. If disinformation and falsehoods are 
wrong, all examples of such behavior are wrong. The ends do not 
justify the means. This is absolute. There are no exceptions.28

 The so-called realists, or pragmatists, argue that the question 
ultimately boils down to a cost-benefit analysis. Does the harm done 
by being deceptive outweigh the good the deception will accomplish? 
The nature of analysis required to answer that question and the 
values assigned to the various costs and benefits are subjective. In 
the eyes of the realists, the ethics of deception are both situational 
dependent and relative to the value structure of the observer.29 
 This is closely related to the operational cost-benefit analysis 
that must always accompany a decision to implement deception 
operations. Clearly no one wishes to conduct deception operations 
which cost more than they contribute to success. The realist 
perspective on the ethical implications follows a similar path―and 
may, on occasion, overlap the operational considerations.30

 One reason nations agree to international restrictions on 
“treachery,” as noted above, is the realist concern that engaging in 
those acts could create problems out of proportion to the limited 
advantages such deception might provide. For example, the limitation 
on using hospitals or international aid symbols for military cover 
assumes that nations find the safety of such vital organizations more 
important than the limited advantages their abuse might afford.
 The realist school also notes that there are potential ethical 
costs inherent to any deception operation. A political or military 
organization which indulges in disinformation loses a corresponding 
amount of credibility. Indeed, if one is practicing deception in order 
to affect public or international opinion, the “blow back” from loss 
of credibility can easily prove quite damaging. This consideration 
gained international attention when it was revealed in early 2002 
that DoD had established an “Office of Strategic Influence.” While it 
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was quickly asserted that this organization would not be deceptive, 
media sources implied that foreign media might be provided with 
manipulated information. This set off a flurry of charges and denials 
and the eventual closing of the office. Even the appearance of 
deception can be expensive.31

 This is especially true in nations which are democratic republics 
with a valued tradition of press freedom. The ability of the public 
to make informed decisions about all political policies, especially 
military policies, relies on a well-informed media. When the military 
serving a democratic republic misleads the public or is involved in 
an action which misleads the public, it is difficult to imagine that 
there are many advantages that would justify that cost.
 This is not to say that realists would deny military organizations 
the right to conduct deception operations. What they would 
advocate is a careful cost-benefit analysis of deception operations 
and a recommendation to favor those deception operations where 
it is possible to mislead the enemy without misleading your own 
people. 

Dealing with Deception. 

 A comprehensive methodology for dealing with deception will 
never be written. It is a nebulous and ever changing field of virtually 
infinite proportions. Indeed, to believe that such a methodology is 
possible would be to misunderstand the nature of deception.
 Nevertheless, a few useful observations may be possible. Over the 
years, many pundits have quoted the Faber College motto from the 
movie Animal House―“Knowledge is good.” Trite as it may sound, 
it is absolutely true regarding deception. The more that you know 
about your adversaries and about the events which are unfolding, 
the better prepared you will be to combat deception. Understanding 
your enemy’s intentions and capabilities helps to define the general 
limits of their objectives and operations. Never rely on a limited 
number of sources of information or a limited number of collection 
methodologies. The more sources one has, the more cross references 
one can make. The more one knows, the harder it is for someone 
to manipulate information out of context. The more one knows, the 
more likely one will detect a fabrication. 
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 Knowledge should also include knowledge about oneself. 
Recognize the biases and assumptions one, one’s organization, and 
one’s culture possess. Beware of “mirror imaging”―anytime one 
assumes that others will behave in a way similar to oneself, one is 
opening the door to self-deception.
 The old intelligence advice to “know your enemy” must 
encompass advice to study your enemy’s methods of deception. 
During the Cold War, western intelligence services studied Soviet 
Dezinformatsia and Maskirovka doctrines. This was quite helpful in 
detecting and dealing with many deceptions. Nevertheless, this 
familiarity never prevented the deception campaigns from posing a 
threat. Such study will never be fool-proof―there will always be new 
and unexpected techniques and approaches.

Summary.

 Deception comes in many forms and “types.” It has many 
objectives and can be accomplished by many methods. It may be 
active or passive. It operates on many levels. In short, there is much 
to know about deception.
 What is known about deception in the past is of considerable, 
if general, use in the present. We have developed terms to describe 
the different methods and levels of disinformation. This is useful. 
We know the dangers inherent to mirror imaging and cognitive 
dissonance. This is important. We can appreciate the need for the 
synthesis of intelligence methodologies. This is vital. But, despite 
these realizations, we can never be confident we are not being 
deceived. 
 These observations may seem self-evident to even a casual student 
of deception. Therefore, one might wonder why these obvious 
statements need repeating. The answer is simple. In successful 
deception operations, the perpetrator hopes that one or several of 
these self-evident observations will be over looked.
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GLOSSARY OF TERMS RELATING TO DECEPTION

Strategic Deception: Deception which disguises your basic objectives, 
intentions, strategies, and capabilities.

Operational Deception: Deception which confuses or diverts an adversary 
in regard to a specific operation or action you are 
preparing to conduct.

Tactical Deception: Deception which misleads others while they are 
actively involved in competition with you, your 
interests, or your forces.

“A” Type Deception: “Ambiguity Deception” geared toward creating 
general confusion.

“M” Type Deception: “Misleading Deception” designed to mislead an  
adversary into a specific and preconceived 
direction. 

Fabrication: The creation of false information or images to 
mislead an adversary as to your intentions and/
or capabilities. This is deception via manufactured 
data (e.g., forgeries).

Manipulation: The use of true or factual data in such a way as to 
create a false impression. The information is not 
false, but through using it out of context, leaving 
out some of the details, or providing a false balance 
of emphasis, the impression is skewed (e.g., being 
quoted out of context).

Active Deception: Any attempt to create the impression of intentions 
and capabilities which you do not, in fact, possess. 

Passive Deception: Efforts designed to prevent detection of your 
actual capabilities and intentions.

Denial: Methods used to conceal state and military secrets, 
particularly from foreign intelligence collection.
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Deception (as used in the The manipulation of information and perceptions 
combination “Denial and to induce the target of that deception to take or not 
Deception”): take an action, thereby benefiting the deceiver.

Note: “Denial and deception are interrelated. Denial is the basis for a successful 
deception. One cannot manipulate or blur the truth or lie convincingly unless 
the truth is first concealed.” John Yurechko, Defense Intelligence Agency, “DoD 
Briefing on Iraqi Denial and Deception,” Tuesday, October 8, 2002, 12:58 p.m. 
EDT.

Dezinformatsia: The dissemination of false or misleading 
information intended to confuse, discredit or 
embarrass the enemy. (Marshals of the Soviet 
Union A. A. Grechko and N. V. Ogarkov [successive 
Chairmen of the Main Editorial Commission], 
The Soviet Military Encyclopedia; English Language 
Edition, Vol. 1, William C. Green and W. Robert 
Reeves, ed. and trans., Boulder, CO: Westview 
Press, 1993, pp. 345-346.

Maskirovka: “A means of securing the combat operations and 
daily activity of forces; a complex of measures 
designed to mislead the enemy as to the presence 
and disposition of forces and various military 
objects, their condition, combat readiness and 
operations and also the plans of the commander 
. . . Maskirovka contributes to the achievement of 
surprise for the actions of forces, the preservation 
of combat readiness and the increased survivability 
of objects” (Grechko and Ogarkov, pp. 277-280).

Passive Camouflage: The disguise or cloaking of forces and/or facilities 
to prevent their detection by an enemy.

Active Camouflage: The artificial creation of the image or impression 
that you have a force or capability that does not 
actually exist.

Diversion: The intentional distraction of an enemy’s attention 
away from the area of interest or attack. Two basic 
types: feint and demonstration.

Feint: An attack by friendly forces to distract enemy 
attention from your main area of interest or 
attack. 
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Demonstration: The deployment of forces to distract an enemy, but 
such a deployment does not usually include actual 
contact or combat. The purpose of a diversion is 
simple―to mislead an enemy away from your real 
operations and objectives.

Conditioning: The repetition of what could be preparations for 
a hostile action without conducting hostilities―
thereby lulling the victim into a false sense of 
security. This is a variation of the “familiarity 
breeds contempt” theme.

Cover: The use of an apparently nonthreatening activity 
to disguise preparation for or initiation of a hostile 
act. A common example is the use of a training 
exercise to hide preparations for an attack.

Note: Conditioning and cover may occur in combination with one another―they 
can be mutually supportive. A common example is a military training exercise.
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